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ftp://kalamazoolinux.org/pub/pdf/Idapv3.pdf
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Home Page

The home page for this presentationsis found at:
http://www.kal amazoolinux.org/projectsawilliam/

Thisis aso the home page for the following LDAP related utilities.
|dap2nis
getuidattr
pppd-Idap

KLUG hosts a announcement maillist concerning updates, changes, and
releases of the above projects and this presentation. Thisisalow traffic
announcement only mail list. A link to the subscription form isavailable
from the “Mail List” section of this presentation's home page.

Thereisaso alink to my Amazon Wisn L ist on the page, should anyone
fedl the need to express their opinion of the utility of this document in a



Versions

or the most part this document assumes OpenL DAP 2.0.x, and most
lesting has been done with versions between 2.0.21 and 2.0.25. Slides
containing information specifically relevant to other versions will be
marked with the following symbols.

| ndicates information relevant to OpenL DAP
versions 2.1.x and greater. 2.1.x isthe developement
branch after 2.0.x that will become the next stable
release when it isviewed as more stable than 2.0.x

| ndicates information relevant to OpenL DAP
versions prior to release of the 2.0.x series. The
1.X.X seriesis obselete.
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What i1s LDAP?

A cross platform protocol for communicating with adirectory
server

A descendent of X.500 OSI Directory Access Protocol, which
was deemed teo complex and cumbersome to be implemented
on microcomputers

A data-representation model optimized for arbitrary queries

Recent versions of LDAP also specify encryption methods,
methods for clients to discover the structure of the system's
configuration, as well interoperability with other services such
as Kerberosand SASL.



What Is a directory?

A directory isahierarchical collection of objects and the
attributes of the objects much like the subdirectories of a
filesystem and the files contained in the subdirectories.

A directory isnot a database. Objects can have varying
attributes and numbers of the same attributes, unlike the
columnar structure of an SQL database's "tabl€e".

Directory serversare typically optimized for avery high
ratio of searchesto updates.



% What does a directory look
like?

o=Foo, c=US

Base
dc=foo.com
dc=foo, dc=com
Organizational Unit - used to creste
/ an organized hierarchd structure
— s ou= People dc=whitemice, dc=org

— am Williams,ou=People,dc=whitemice, dc=org



What does an object look like?

Distinguished Name (dn)

\

dn: cn=Adam Williams,ou=People,dc=whitemice,dc=org

uid: awilliam Val ue
cn: Adam Williams

givenName: Adam

: Williams

nail: awilliam@whitemice.org

,,,,,,, tClass: person

MICE.ORattributes are used to enforce the
schema: what attributes an object

Attribute \i )
p should have or is allowed to have.



Why?

Directories offer many benefits over traditional "flat file" name spaces.
Administrative authority is more granular.
Configuration,is not host-specific.
Replication increases availability.
For large sites, adirectery may be faster than flat files.

Schema enforcement offers some protection against
administrator typos and other syntactical errors.






The Advantages of LDAP v3

over LDAPv2
V.astly more powerful schema specification

Schema discovery
Server side referrals (Super and Subordinate Knowledge)

The SSL/TL S mechanism offers sart to finisn encryption of
al communication. With LDAP v2, al communication isin
clear text.

SASL provides automated and secure modular authentication
permitting single-sign-on configurations and making it much more
difficult to spoof connections. With LDAP v2, master and daves
"trust" each other.

Objects can be renamed in an LDAP v3 directory. Inan LDAP
v2 directory, they had to be copied to their new DN and the old



Gotcha: “requested protocol
version not allowed”

Some later version of OpenL DAP (2.1.x) may refuse LDAP version 2
requests by default, and OpenL DAP 2.0.x can be configued to behave
In such away.

If you recelve the error "reguested protocol version not allowed" from
an application or service it is probably attempting to use LDAPv2
with a DSA that i1s only-accepting LDAPv3 clients. Either upgrade
the application or service, or enable LDAPv2 on the DSA (seeallow
bind v2).



Directory Terms

Base represents the "root" of the directory. The search base

of aquery determines where in the directory a search commences.
dc=\Whitemice, dc=0rg

Scope (base, one, sub) determines how the query descends through
thetree. A base search does not descend below the base level; a
search type of one descends onelevel; and a search type of sub
freely descendsthe directory.

Distinguished Name (BN) isthe unique identifier for an object, it
IS comprised of the base of the object and an attribute that makes it
unique in the context of that base.

cn=Adam Williams, ou=People; dc=Whitemice, dc=0rg

Relative Distinguished Name (RDN) is attribute of the DN which
makes the object unique in its context.



Multi-Valued RDNs

While most objects have asingle values RDN (cn=Adam Williams) It is
also possible for an object to have a multivalued RDN, where multiple
attributes are compised to make the object unique (much like a composite
primary key in arelational database system).

The attributes of amulti-values RDN are combined using the addition
sign:  cn=Adam Wil amst+rel atedDomal n=whitemice.org,ou=People,...

Some DSA packages will reorder the e ements of the RDN when the
object isstored, thisisacceptable asthe order of the elementsis
Irrelevant.

OpenLDAP in particular will sort the attributes of an RDN to bein
a phabetica ascending order.



RDN & The Data Model

The RDNsdeclared in DN must correspond to attributes within the
obj ect.

An object withabN of cn=Adam
Williams,ou=People,de=\\Vhitemice,dc=Org must have a cn attribute of
“Adam Williams® and the cn attribute cannot be modified to another
vaue.

OpenL DAP only enforcesthis requirement in versons 2.1.14 and
later. Versions prior to 2.1.14 permit the creation of technically
Incorrect objects within the Dit.
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Schema

A directory has a schemasmilar to the schema of arelational
database system.

The schema defines valid object classes, what attributes they
may or must contain, aswell asthe type of data (strings,
numbers) that a given attribute can contain.

Attribute and Objectclass names should be GLOBALLY unigue.

Schemas also determine
how comparisonsto an
attribute's contents are
performed (case sensitive
and case insengitive).




What 1s an OID?

Every schema eement isidentified by aGLOBALLY unique
string of integers (the OID). OlDs are used by SNMP and other
protocols as well.

If you wish te create schemas (attributes or objectclasses), you
must obtain an OID. Possessing an OID will allow you to
create as many schema extensions as you wish.

Y ou can obtain an OID. for free from IANA using the form at:
http://www.iana.org/cgi-bin/enterprise.pl

Resist the temptation to make up your own OID.



| I ¢

It istrue that the 1.1.x OID hierarchy has been derelict for some time.
It was originally intended that a number registration authorities would
be rooted at this point on the OID tree, but no such authority was ever
created.

The result isthat it may be safe to use this OID for expirimentational
schemas, training, etc....

ASN however can reassign this OID or authorize aregistration
authority at their own discretion.

If you are going to design schema that will be in use for any significant
period of time it Is still neccesary to.aquire an OID specific to your
organization; do not depend on the perpetual dereliction of 1.1.x.



ObjectClass Types

Structural- A structural objectclass defines the basic
characteristics of an object. A given object
should have exactly one structural object class. Examples
of structural objectclasses are person and
groupofuniguenames. It would not make sense for an object
to be both a person and a groupofuniguenames.

Auxiliary - An auxiliary objectclassisadditive. It supplements
the attributes of the object's structural class. Most
objectclasses are abixiliary. Examplesof auxiliary
obj ectclasses are strongA uthenticationUser or
pilotPerson. These extend the structural
person objectclass or oneif its descendants.

Abstract - Absiract objectclasses are used only to define the
basic LDAP datamodel, such astop and alias.



Object Schema -

OID (Aliasfor OID)

<

objectclass( 1.1.2.2.2 NAME myPerson
Description > DESC 'my person'
v SUP InetOrgPerson
MUST ( myUnigueName $ glvenName)

Parent
Object MAY myPhoto) |

| — | Required
An objectclass Iinherits Al owed Attributes

all required and allowed

attributes of its parent. AT OUES

objectclass ( 1.3.6.1.1.1.2.0 NAM E 'posixAccount' SUP top AUXILIARY
DESC 'Abstraction of an account with POSIX attributes’
MUST (cn $ uid $ uidNumber $ gidNumber $ homeDirectory )
MAY ( userPassword $ loginShelh$ gecos $ description ) )



WARNING

(Object Class Type)

Early OpenLDAP 2.0.x versions, and none of the 1.x.x versions,
enforce the single structural objectclass entry rule!

To enable additional features requires implementation of more of the
L DAP data model's constraints. One should expect future versions of
OpenL DAP to enforce this directive, so watch your data carefully,
partiticularly how your extend schema.

Objectclasses with a superior (SUP) clause should be auxiliary not
structural. Use of a structural objectclass definition should be used only
when the objectclass defines something wholly new (something that cannot

IhA AN~ aA AF A WAl A Al AvZFaae T = 7 ~HAasre AAf i Aarln



Attribute Schema

Name (allasfor @] D) Textud
X' Description
ttributetype ( 1.3.6.1.1.1.1.0 NAME 'uidNumber /

N

Qualifier
SINGLE-VALUE
Syntax OID COLLECTIVE
{LENGTH}




Multi-Class Objects

P g

requires

>

requires
alows

requires
alows

B
L]

A
B
D

Al
B
B
D]
I



Attribute Syntaxes

Data Type

Binary

Boolean
Distinguished Name
Directory String
|ASString

| nteger

Name and Optiona UID
Numeric String

OID

Octet String
Printable String

(O]ID)
1.3.6.1.4.1.1466.115.121.1.5
1.3.6.1.4.1.1466.115.121.1.7

1.3.6.1.4.1.1466.115.121.1.12
1.3.6.1.4.1.1466.115.121.1.15
1.3.6.1.4.1.1466.115.121.1.26
1.3.6.1.4.1.1466.115.121.1.27
1.3.6.1.4.1.1466.115.121.1.34
1.3.6.1.4.1.1466.115.121.1.36
1.3.6.1.4.1.1466.115.121.1.38
1.3.6.1.4.1.1466.115.121.1.40
1.3.6.1.4.1.1466.115.121.1.44

Description
BER/DER data
boolean value
D]\

UTF-8 string
ASCII string

| nteger

DN plus UID
Numeric String
Object Identifier
Arbitrary Octets
Printable String




Attribute Match Rules
~ Name  Comext  Desuipion

booleanMatch
objectldentiferMatch
distinguishedNameM atch
uniqueMemberMatch
numericStringMatch
numericStringOrdering
numericStringSubstringsMatch
caselgnoreMatch

casel gnoreOrderingM atch
casel gnoreSubstringsMatch
caseExactMatch
caseExactOrderingMatch
caseExactSubstringsM atch
caselgnorel ASMatch

casel gnorel AS5OrderingMatch
casel gnorel A5SubstringsM atch
caseExactl ASMatch

caseExactl A5OrderingMatch
caseExactl A5SubstringsMatch

equality
equality
equality
equality
equality
ordering
substrings
equality
ordering
substrings
equality
ordering
substrings
equality
ordering
substrings
equality
ordering
substrings

Boolean

OID

DN

DN with optional UID

numerical

numerical

numerical

case insensitive, space insensitive
case insensitive, space insensitive
case insenditive, space insensitive
case sensitive, space insensitive
case sensitive, space insensitive
case sensitive, space insensitive
case insensitive, space insensitive
case insensitive, space insensitive
case insensitive, space insensitive
case sensitive, space insensitive
case sensitive, space insensitive
case sensitive, space insensitive



The OID iIs the truth.

The names of attributes and objectclasses are amere
convenience. For example, the userid and uid are both
names for the OID 0.9.2342.19200300.100.1.1.

So a search for ether uid=awilliam or userid=awilliam
will.both return the object -

uid: awilliam

cn: Adam Williams

objectClass: account

objectClass. posixA ccount

objectClass. top

objectClass: kerberasSecurityObject
userPassword:: eOtFUKIFUKITTWF3aWxsaWFtQFdISVRFTUIDRS5PUkc=
krbName: awilliam@WHITEMICE.ORG
loginShell: /bin/bash

uidNumber: 500

gidNumber: 100

homeDirectory: /home/awilliam

gecos. Adam Williams
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Partitioning

Partition
Partition Root

tire LDAP directory structure isreferred to
theDirectory Information Tree (or Dit).

— the partition. The shared
ancestor is called the partition root.




lllegal Partitions

Thelaw of partitions
AtEpartition objects must share a common ancestor and that

ancestor must be present in the partition.

Ancestor does not
exist in partition.

)
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******** ,dc=Whitemice,dc=0Org

Obj ectCl ass:
objectClass. e “izi;}{._:_.
dc: subtree

ref: 1dap://ldap2.wh

A CL Groups,dc=Whitemice,dc=0Org/
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Operational Attributes

An LDAP database with |astmod enabled maintains per object
what are called operational attributes.

modifiersName

modify Limestamp

The above attributes record the last time an object was
modified and the dn of the entity which performed the
modification.

creatorsName

createTimestamp

The above attributes record when the object was created and
the dn of the entity which created the object..



Operational ACI Attributes

If your OpenL DAP was compiled with the --enable-aci directive,
an object may contain an additional operational attribute:

OpenL DAPaci

Presentation of thisattribute to user applicationsis handled in the same
way as the time stamp operational attributes. That Is, it must be
requested by name.

OpenL DA Pacli attributes are not intended to be modified by end user
applications.



The DSA's DSE

TheX.500 standard, from which LDAP descends, definesthe term
Directory Service Agent (DSA) which refersto the directory server
softwareor package.

All DSAscontain aDSA Specific Entry (DSE) which is above dll
Ditsof theserver. Thisvirtual object contains attributes that
describe the server's feature set and the Dits managed by the server.

Example rootDSE: Thisobject isoften referred

dn: to astherootDSE. Asa DSA
namingContexts: de=Whitemice,dc=0rg :

namingContexts. o=MorrisoR-tdustries,c=US ma_'y Impl ement other DSE
namingContexts: o=locafiles objects.

supportedControl: 2.16.840.1.113730.3.4.2 i
supportedExtension: 1.3.6.1.4.1.4203.1.11.1\ Note that specia features
supportedLDAPVersion: 2 _

supportedL DAPVersion: 3 controlsin LDAP speak)
supportedSASLMechawlsms GSSAPI are identified by Ol Ds.

sug E@ﬁ%l en%g oretrlevethe rOOtDSE: ldapsearch -x -b " -s base '(objectclass=*)' '+'



subSchema

One of the most useful bits of information provided by the
rootDSE isthe DN of the subschema object:

subschemaSubentry: cn=subschema

The subSchema object contains the operational schema of the
server, allowing applicationsto download this information, or
users to investigate the attributes and objects supported by the DSA
without having access to the actual configuration files.

A small part of an example subSchema object:

attributeTypes: ( 1.3.6.1.4.1.6921.2.22 NAME 'morrisondesc' DESC 'RFC1274: use

r identifier' EQUALITY caselgnoreMatch SUBSTR caselgnoreSubstringsMatch SYNTA
X 1.3.6.1.4.1.1466.115.121.1.15{ 256} )

objectClasses: ( 2.5.20.1 NAME "subschema DESC 'RFC2252: controlling subschem

ad AUXILIARY MAY ( dITStructureRules$ nameForms $ ditContentRules $ objectCl
asses $ attributeTypes $ matchingRules $ matchingRuleUse) )

objectClasses: ( 2.5.6.0 NAME ‘top' ABSTRACT MUST objectClass)

The OpenL DAP command used to retrieve the subSchemaobjectidapsecarch -x -b 'cn=subschema -s base '(objectclass=*)' '+'




Controls and Extended
Operations

The rootDSE contains attributes described containing OID. These
are the controls and extended operations supported by the DSA.

In LDAPW3, acontrol isaway for aclient to specify additional

Information about how a query should be processed (Example: sort the
results by cn).

he client

An LDAPv3 extended operation is areguest/response pair, and, in
effect, away for the DSA.devel opers to define new operations.
Extended operations are used to implement both standard and
proprietar/ ""thigns

. Client




The ManageDsalT Control

OID: 2.16.840.1.113730.3.4.2 N
We have seen how a Dit can be partitioned for scalability and

availability by populating the points of partitions with referral
objects. Subsequent operations on the Dit then chase referralsto
the relevant partition(s).

Partitioning thus raises a question: Once a Dit has been
populated with referrals, how does one remove or modify the
referral objects?

That isthe purpose of the ManageDsal T control. By setting this
control on an operation or query, the referral object itsalf can be
modified or retrieved.

The OpenL DAP 2.0.x utilities support the ManageDsal T control,
which 1s enabled with the "-M" command line switch.



Password Modify
Extended Operation

OID: 1.3.6.1.4.1.4203.1.11.1
See draft-zeilengal dap-passwd-exop-xx.txt a http://www.ietf.org

The password modify extended operation is specific to the OpenLDAP
DSA. It alows the admin to specify how the password should be
encrypted In the configuration of the Dit, thusthe client requires no
such knowledge te correctly set or change a user's password.

See documentation of the password-hash configuration directive for
how to establish the crypt type of the userPassword attribute.

Most builds of OpenL DAP support SSHA, SHA, SMD5, MD5, and
crypt.



The "alias" object

Thealias object isthe "symbolic link" of the directory world. It
redirects from one "dn" to another "dn".

uild=fred,ou=People,dc=Linux,dc=net

obj ectclass=top

objectclass=allas

al1asedobjecthame=ui d\=george\,ou\=Peopl e\,dc\=L inux\,dc\=net

Dereferencing aliases is the respons bility of the client.



The extensibleObject
objectclass

The extens bleObject allows an object to hold any collection of
attributes, in a sense acting as an objectclass schema override.

If an object has objectclass attributes besides extensibleObject it must
still satisfy the requirements of those objectclass.

The attributes themselves must still be defined in the schema.
If you think you need to use extensibleObject, you probably don't. It

IS better to define an objectclass schemafor the attributes you need to
store.



Start TLS
Extended Operation

OID: 1.3.6.1.4.1.1466.20037

The Start 1L S extended operation is a standard part of LDAP version
3. Thisoperation allows the client and server to manage encryption of
their communication.

TLS (TransportEayer Security) isadescendent of SSL.

The OpenL DAP server must be configured with the proper certificates
In order for 'L S to function, in much the same way that aweb server
needs SSL certificates. The OpenSSL package that ships with most
modern Linux distributions provides utilities for generating certificates
for private use.



psuedo-attributes

Psuedo-attributes are terms used in access control structuresto express
relationsto an object itself. They exist in no context beyond access
control, they cannot be queried and will never appear in the results of

any query.

See the Access Control section for more information on specific psuedo-
attributes.

The psuedo-attributes currently used by Openl DAP are -

« children
* Refersto objects |ocated beneath the object in the Dit structure, typically

regading an organizational unit object.
e entry
+ Refersto the object itself.



hasSubordinates

Only implemented in >2.1.x

hasSubordinates=true

hasSubordinates=false

h-LLL hassubordinates=true dn
mmand will list the dn's of all the objects
dinates.
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OpenLDAP

OpenL DAP 2.x iIsan LDAP v3 directory server developed
under the GPL by the OpenL DAP foundation.

It provides:
= SSL/TLSfor start-to-finish encryption Community
= Referrals, Superior and Subordinate Knowledge
= SASL/GSSAPI Authentication

= KerberosV integration
= Cleartext, crypt, MD5, and SHA passwords
» X.500 Gateway
» Schema Enforcement & Exploration
= Access control by user, group and regex expression
= Many platforms; Linux, NT, Al X, BSD, Solaris, etc...
= Support for various backends
= LDBM

= SOQL
» Shell
» Pacand

==

ww w, openldap. org



Supported Advanced' Features

* Eeatures
« SASL Bind (RFC2829)
« Start TLS (RFC2830)
¢ LDIFv1 (RFC2849)
+ Extensions
« Language I ag Options (RFC2596)
+ Language Range Options
+ DNS-based service location (RFC2247 & RFC3088)
+ Password Modify. (RFC3062)
* Named Referrals/ ManageDSAIt (I-D namedref)
« Matched Values Control

* O erigtional ttributes ("
P or the fg‘\t&st news n unsupported features see -
http://www.openldap.org/f ag/data/cache/645.html




Non-Supported Advanced' Fea-
tures

* Features
* DIT Content Rules
« DIT Structure Rules
+ Name Forms
+ Schema changesvia LDAP
+ Subtree renaming
+ Extensions
+ Dynamic Directory Services (RFC2589)
+ Operation Signature(RFC2649)
+ Simple Paged Result Control (RFC2696)

« Server Side Sorting of Search Results (RFC2891)
For the latest news on unsupported features see -
http://www.openldap.org/f ag/data/cache/649.html




The Config Files

= Configuration filesare usually found in /etc/Idap or /etc/openldap
» The primary server configuration file is dlapd.conf
= Schemalis stored in seperate text files
» Schemafiles are "included' into dapd.conf
= OpenLDAP 1.x
= dapd.at.conf.- Attribute schema
= dapd.oc.conf - Object schema
= OpenLDAP 2.x
» Schemais stored ina collection of schemafiles, usualy foundin/
etc/ldap/schema or /ete/openl dap/schema
» Schemafiles are named after their purpose or the RFC which created
them.
= The configuration file ldap.conf establisnes the system wide defaults for
various parameters such as search base, time limit, DSA host, etc...
= Not to be confused with the LDAP PAM and NSS modul€e's



slapd.conf (Global)

Include the schema files.

include  » /etc/Idap/slapd.at.conf ‘A

include fetc/Idap/sl apd ocC. conf ~ Enforcethe schema: on/off
schemacheck on <« ~ Server to use when performing
referral ldap://root.openldap.org/ Superior information queries..
pidfile varfrun/slapd.pid € Writethe PID to thisfile.

argsfile /var/run/s| apd.args< f
defaultsearchbase de=\Whitemi ce,dc—Or% F| le that holds the default arguments.

idletimeout 0 ¥ | |
threads 32 The search base to use if a client

. Number of secondsof  Submits a query with no search

Maximum number inactivity before a base specified.
of threads. connection is forcibly

closed. A vaue of zero
means connections are
never forcibly closed.



slapd.conf (defaultsearchbase)

The def aultsearchbase global configuration allows the server to

assume a specified search base if aclient submits a query with anull
search base.

If your server provides primarily one tree this can reduce the amount
of client side configuration (including mail clients such as Eudora,
Evolution, etc...) and make use of the command line utilities easer.

defaultsearchbase  dc=Whitemice,dc=0rg"



disallow

I'he disallow configuration directive allows the administrator to
specify awhitespace delimited list of featuresthat will be
provided by the server.

disallow.Options
bind v2 LDAP version 2 support.
bind anon Anonymous requests.
bind anon_cred Anonymous with non-null credentials.
bind_anon_dn,Anonymous bind when DN is not empty.
bind smple Simple authentication (clear text).
bind krbv4 Kerberos 4 authentication.
tls auth  StartTLS




require

I'he require configuration directive alows the administrator to
specify awhitespace delimited list of featuresthat will required of
aclient in order to interoperate with the server. Require can be
specified as a global parameter or separately for each database.

require Options

bind A bind operation.
LDAPvV3 LDAP protocol version 3.
auth Authentication.

SASL SASL authentication.
strong Strong authentication. (the same as SASL)
none IMake no requirements.



security

security ssf={#} transport={#} tls={#} sad={#} update ssf={#}
update transport={#} update tls={#} update sad={#}

The security-directive is used to control the minimum security strength
factor required to perform operations on the DSA.

+ Can be specified globally or seperately for each database.
+ Update operations may require adifferent security strength factor than
search and authentication opterations.
« Security strength factor corresponds roughly to the length of the
encryption key used to protect the communication.

« An SSF of O indicates no protection is operable.

+ An SSF If 1 indicates some protection is operable.

+ Seethe SSF dide(s) under the Access Control section for more

Infomration on determining SSF val ues.
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loglevel

Ehe loglevel directive controls the amount of information the
%(er logs. High log levelsinclude the information of all the
OWE Ia/els_

LOG LEVELSAVAILABLE
-1 all messages
trace function calls
2 debug packet handling
heavy trace debugging
connection management
print out packets sent and received
search filter processing
64 configuration file processing
access control list processing
g connections/operations/results
entries sent
nication with shell backends




TLS and OpenSSL

TLSalowsclientsthat support secure communication to reguest

an-encrypted section. If so, encryption begins before ANY DATA
Istransferred. Encryption isviathe OpenSSL libraries, and you
must generate a OpenSSL certificate:

$ cd /usr/share/sd/certs
$ openss reg -new -x509 -nodes -out Slapd.pem \
-keyout slapd.key -days 365

NOTE: It iIsIMPERITIVE that you correctly enter your FQDN when generating
certificates.

Then smply specify the location of the certificate file in dapd's
configuration file. (Defatilt: /etc/openldap/slapd.conf)

TL SCertificateFile /usr/share/sd/certs/d apd.pem
TLSCertificateKeyFile /usr/share/sd/certs/d apd.key
TLSCACertificateFile /usr/share/sd/certs/dapd.pem



Checking the SSL Configura-
tion
Once you have configured OpenL DAP with SSL certificates and
restarted the server you should see it listening on two ports -

$ netstat=a | grep -i |dap
tcp0 O %:ldap *:* LISTEN
tcp0 O *:sd-ldap *:* LISTEN
Y ou can verify your ssl certificates with the OpenSSL sclient -

$ openss s client -connect |ocalhost:636 -showcerts

...and you should see your identity and certificates on standard out.

Note: 636 isthe LDAP SSL port, 389 is the non-SSL LDAP port. In/
etc/services port 636 may be named ssl-Idap or |daps.



The ties that bind....

The processes of establishing a connection to an LDAP server is
referred to asbinding. The LDAP protocol level (two or three)
and the authentication method used combine to form abind type.

Depending upon the bind type various features of LDAP may or
may not be available. For example: plain binds cannot
automatically chase referrals, where as binds made by certain
SASL methods (GSSAPI) may be able to.

The process of binding also determines the level of access based
upon access control lists defined on the LDAP server.

A connection that specifies no authentication isreferred to as an
anonymous bind.



Supported Bind Types

Depending on how and LDAP server is configured, and with what
libraries.it was compiled, it may support various authentication
methods.

Y ou can query-and |dap server for the authentication methods it
supports using the following command:

Plain Text
$ |dapsearch -H Idaps ocal host/ -x -b " -s bass (Open-DAP LX)
-LLL supportedSASLEM echanisme SASL,
supportedSASL Mechanisms: PLAIN < passwords.

supportedSASL Mechanisms: LOGIN

supportedSA SL Mechanisms: GSSAPI KerberosV
viaSASL

Clientsthat use PLAIN bind cannot automatically

chasereferrals



LDAP
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What 1s SASL?

SASL Isthe Simple Authentication and Security Layer. SASL isdefined in
RFC2222 and provides applications with acommon APl and model for
authentication and authorization.

SASL Is modularand supports awide variety of authentication backends
from Kerberos 1V and V to CRAM and DIGEST MD5.

The home page for SASL is http://asg.web.cmu.edu/cyrus/, and the
Implementation used by OpenL DAP is often referred to as Cyrus SASL.



SASL RPMs

Redhat 8.0 iIsthe first to RedHat verson to contain the SASL version 2
(SASLV2 or SASL 2) packages. RedHat 7.x shipped with SASL version

1 packages.

*OpenL DAP 2.0.x uses Cyrus SASL version 1.
*OpenL DAP 2.1.X uses Cyrus SASL version 2.
« SASL verson 2 RPMS are available for the RedHat 7.x series at

http://home.tel eport.ch/simix/

The Redhat 8.0 cyrus-sasl package placesthe Cyrus SASL
documentation, in HTML. format, under /usr/share/doc
[usr/shareldoc/cyrus-sad-2.1.7/



Y SASL Terms

The string used to identify a user or application entity.

authentication id
The criteria validated against the security repository (KDC, secret file, etc...)

proxy policy
The rules by which an application or service determines whether an entity hasthe
rights to take on the privilages of another entity (equivalent to the UNIX “su”

command).

realm

A collection of usersin the same administrative domain. With Kerberos 1V and V
this corresponds to the Kerberos realm, for other methods the realm isan arbitrary
assignment.

iglels
Procechire (Pl AIN DICEST MDE Kerbarne\/ aotc ) i1i1ced to atthari 7ea 1 icer accece



SASL Methods
PLAIN

(AUXPROP, SAS| AUTHD, PWCHECK)
Recieves a plain text username and password and authenticates via some source

(LDAP, PAM, etc...)

Shared Secrets

(CRAM MD5, DIGEST MD5)
Recieves a user i1d and a cal culated password hash, authenticated via either the

contentsof an LDAP DSA or afile such as/etc/sasd db?2

Kerberos
Authenticates with Kerberos IV principles.

OTP
Authenticates against alist of one time passwords stored in afile such as/etc/sas db2.

GSSAPI



SASL Configuration

The default SASL parametersfor an application are usually stored in/
usr/lib/sad/{ APP} .conf, where { APP} isthe name of the application.

See the applieation's documentation for the exact name of the SASL
configuration file.

+ Sendmail uses /usrilib/sas/Sendmail.conf
+ SLAPD uses /ust/lib/sad /sl apd.conf
+ Cyrus IMAPd uses

Directiv Jusr/lib/sasl/Sendmail.conf: Value
srvtab: /var/applsrvtab ‘V

pwcheck method: saslauthd



SASL Options

Directive Method Default

| _auto_transition | PLAIN:auxprop | no




[etc/sasldb2 & /etc/sasldb

For SASL version 2 shared secrets (DIGEST MD5, CRAM MD5) the
username, realm, and secret records are stored in the file /etc/sasl db2.
All the passwords in /etc/sasldb2 are stored in clear text so protection of
thisfileiscritical.

For SASL versionl the records are stored in /etc/sas db.
The formats of /elc/sasidb and /etc/sasldb2 are entirley incompatible.

Records are created in /etc/sas db and /etc/sasldb2 are managed with the
sad passwd and sasl passwd2 commands, respectively.



saslpasswd & saslpasswd?

saslpasswd2 {- p} {- d|- c} {-ffile} {- ureadm} {- aappname}

USBHICh) cregtes arecord with the specified elements.
«{-d} deletesarecord that correspondsto the specified elements.
« With no parameters other than userid the command attempts to
perform a password change operation, prompting for old and new
passwords.
«{-p} causesthe command to read the password from standard
Input with not prompts or verification.
« With { -f file} you can specify an alternate secretsfile; other than
the default /etc/sas db2.



sasldblistusers &

sasldblistusers?

[ root@laptop01 root]# saddblistusers? /etc/sasldb2
awilram@l aptopOl1.whitemice.org: userPassword
awilram@telperion: userPassword

|

User D Redm

The sasdblistusers and sad dblistusers?2 commands are used to
retrieve the records from aSASL 1 or SASL 2 secretsfile,
respecitvely.

Thefilename isoptional, If noneis specified the records from the
default secret file will be displayed (/etc/sasldb or /etc/sad db2).



PLAIN Authentication

PLAIN SASL authentication is used when the SASL application/service
will receive a user id, authentication id, and password triple all in clear

text.

Because PLAIN transmits the secret (password) over the network
Security depends upon encryption as some lower level, such as session

encryptionvia TLS.

Cyrus SASL can verify PLAIN passwords via several methods.
« auxprop — Usesa plugin architecture, the most common pluginis
saddb, which authenticates against a SASL secretsfile.
+ sadauthd — Uses a socket to.communicate with a daemon that
verifies authentication requests.
+ For more information on saslauthd see the Cyrus saslauthd section

of this document.
+ pwcheck — A depricated method that uses an external daemon.



>2.1.X
The Authentication Request DN

When a SASL bind is attempted against the DSA a authentication request
DN isformed from the bind information. ThisDN is not expected to exist
literally in the Dit.

The authentication has the following format if the SASL mechanism used
supports the concept of realms....
urd={username} ,cn={ realm} ,cn={ mechanism} ,cn=auth
...If the SASL mechanosm does not suppoer realms...
tid={ tisetfiane} ,cn={ mechanism} ,cn=auth

For example, user awilliam binding to the DSA from the KerberosV
realm WHITEMICE.ORG would have an authentication request DN of -
uid=awilliam,cn=WHITEMI CE.ORG);K:gs&api .cn=auth

Kerberos V uses the “gssapi” method, other methods are:
digest-md5, kerberos v4,



23X uthentication Request DN
Mapping

Since Authenitcate Request DNs are not expected to exist in the Dit,
the DSA performs authentication request DN mapping based upon the
sadl-regexp directive.

A sadl-regexp directive takes two parameters -
+ Parameter #1 — A-matching rule for authentication request DNs
« |t IS possible to have multiple sasl-regexp declaration matching
different combinations of realms and methods.
‘Parameter #2 — A rewriterule. This produces, based upon the values
In the authenitcation request:-DN either the correspdoning DN for an
actual object in the Dit or asearch patten in LDAP URL format to

location an object within the Dit.
sad-regexp

uid=(.*),cn=WHITEMICE.ORG,cn=gssapi ,cn=auth
|dap://Idap-master/dc=whitemie,dc=0rg??sub?(& (uid=%$1)(objectClass=account))



>2.1.X
sasl-regexp search pattern

sad-regexp {search pattern} {replacement pattern}

The authentication request DN isfirst checked against the defined sadl-
regexp rulesuntil one is matched.
Only the first matching rule is processed.
This comparison isperformed via callsto the standard regcomp() and
regexec() functions.
The search pattern may contain any regular expressons characters.
*”matches any character.
“*” matches zero or more repeats of the preceding character or pattern.
Clauses enclosed in paranthesi s are remembered for coposition of the
replacement pattern.

Any matching ChghaCleiSaeeen Fos Rareptbesis are stored in the

variable $1. cn=awilliam,en=\WHI TEM I CE.ORG,cn=gssapi ,cn=auth
matches cn=(.*),en=WHI TEMICE.ORG,cn=gssapi,cn=auth
and stores awilliam in $1.



>2.1.X
sasl-regexp rewrite pattern

sad-regexp {search pattern} {replacement pattern}

The replacement pattern is merely a string, where the value stored in $1 from
the search pattern is substituted to produce either a DN or a search URL

If $1 contains the value “awilliam” then
uid=%1,ou=People,dc=\\hitemice,dc=Org
will produce the DN uid=awilliam,ou=People,dc=Whitemice,dc=0rg.
|dap:///dc=Whitemice,de=org??sub?(& (uid=%$1)(objectclass=account))
will produce the LDAP search URL of
|dap:///dc=Whitemice,de=Org??sub(& (uid=awilliam)(objectclass=account).

An LDAP search URL hasthe format of -
|dap://{ host} /{ baser2tattrst ?{ scope} A filter}
Since we are only concerned with locating.a DN, the attrs field should be | eft

hlanly aciwiall e tho hact fialA ac thoa frirront cory 7or 1 el imaodl






OpenLDAP + SASL + PAM

1. Make sure the SASL database has been initialized (sasl passwd)

2. Defined the SASL method for dapd (/usr/lib/sasl/slapd.conf)
pwcheck method: pam

3. Define a PAM stack for the ldap service (/etc/pam.d/Idap)

4. Reset the sasl-secprops to enable a clear text password.
sasl-secprops none (/etc/openl dap/slapd.conf)

5. Reset the SASL.  SECPROPS on the clients
SASL SECPROPS none (/etc/openl dap/l dap.conf)

TEST TEST TEST TEST TEST TEST TEST
$ ldapsearch -x -L -s "base™-b "" supportedSA SL Mechanisms
supportedSA SL Mechanisms: PL AIN
supportedSA SL Mechanisms: LOGIN
supportedSA SL Mechanisms: ANONY MOUS
$ ldapsearch -d 2
SASL/PLAIN authentication started

DIl aaca oantor yv7nrir nacanr/nrdl:




OpenLDAP + SASL + GSSAPI

(OpenLDAP SASL support for Kerberos V)

OpenL DAP integrates seemlesdy with the KerberosV single-signon
security meechanism via SASL's GSSAPI module.

Y ou must createa principle on the KDC for the LDAP service:
| dap/fghostname@K ERBEROS.DOMAIN

With MIT Kerberosthis is done using the kadmin utility and a command
like: addprinc -randkey Idap/idap.example.com@WHITEMICE.ORG

This principle must be written to a keytab file on the LDAP host that can be
read by the security context under which LDAP operates. Thisprinciple
should not be written to the system keytab file (usually /etc/krb5.keytab).

With MIT Kerberos:
kadmin -q "ktadd -k /etc/openldap/slapad.keytab |dap/estatel.whitemice.org"
chown ldap.ldap /etc/openl dap/ldap. keviab



OpenLDAP + SASL + GSSAPI

(OpenLDAP SASL support for Kerberos V)

The OpenL DAP service must be able to locate the keytab it is intended to
use, thisisbest accomplished by setting the KRB5 KTNAME

environment variable in the script that startsthe LDAP service.
export KRB5 KTNAME="FILE:/etc/openldap/ldap.keytab"

Instruct sapd to usethe GSSAPI module by defining the following
SASL directivesin /etc/openl dap/slapd.conf-—— Keytabfile

srvtab /etciopenldap/Idap.keytab Kerberos Ream
sad-realm WHITEMICE.ORG
sad-host estatel.whitemice.org KDC

For more information see:
http://www.bayour.com/L DA Pv3-HOWTO.htmi




OpenLDAP + SASL + GSSAPI

(OpenLDAP SASL support for Kerberos V)

GSSAPI + OpenLDAP isadelicate combination that can mis-configured in
avariety of ways. Some of the most common mistakes are result in the
following error messages -

ldap_sas_Interactive bind s Local error

The Idap/hosthame principle does not exist or the user does not posessavalid
TGT. Besureto check that the key version numbers are correct, that isthey match
tke keysin the LDAP and system keytab files.

ldap sad interactive bind s: Can't contact LDAP server
The SSL certificatess CN field may.not match the hostname.

gss acquire cred: Miscellaneous failure; Permission denied;
Thisindicates the DSA is having difficulty locating or reading (permissions) the
LDAP keytab file.



OpenLDAP + SASL + GSSAPI

(OpenLDAP SASL support for Kerberos V)

GSSAPI +OpenL DAP isadelicate combination that can mis-configured in a
variety of ways. Some of the most common mistakes are result in the
following error messages -

ldap sad interactive bind s. No such attribute

Thisindicatesthat the DSA was not able to initialize any SASL modules. Either the
linker cannot locate the SASL libraries, they are an incompatible version, or in the
case of GSSAPI, that specific.module may not be present (installed).



Associating LDAP Objects and
Kerberos Principles

The kerberosSecruityObject objectclass alows an LDAP object to
be associated with a principle in the Kerberos security database.

Example:

dn: cn=Adam Williams,ou=Peopl e,dc=whitemice,dc=org
objectClass: kerberosSecurityObject

kroName: awilliam@WHITEMICE.ORG

Y ou can also set an posixAccaunt's userPassword attribute to
use the KERBEROS method so that OpenL DAP will pass-thru
password authentication to SASL GSSAPI:

userPassword: { KERBEROS} awilliam@WHITEMICE.ORG
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slapd.conf (Database)

- Database Backend
fRicom detabase definitions "/" of the database.
datgpase  ldbm — 4 The DBA
suffix "dc=whitemice,dc=org" 4
rootdn "cn= Manager dc—whltemlce dc—org
rootpw secret € ~— Databases "root" password.
directory /var/tmp: ~  Directory where the database live
cachesize 500000 @ Cachesizein ENTRIES.

replica host=natehes.morrison.iserv.net:389

binddn="¢cn=root, o=Morrison Industries, c=US" ~ Areplicaserver.

bindmethod=simple credentials=seqget ~  Whereto write the
replogfile  “/var/spool/ldap/repllog.dapd" transacton log.
Index cn,sn,uid pres,eqg,approx,sub € N N
e ob ecte/oEE==p o Index definitions
Index menuid,menuentry,functionid  pres,eq L
==t Wheth
index defaf®t  none ether to maintain

"meta’ Information.
lastmod on



The suffixAlias feature is
disabled in 2.1.6 and | ater
versions. Thisfeatureis

SuU ff | XAI | AS notreturning; usereferrals

or back-ldap.

The suffixAllas directive allows a database to respond to more than one
search base.

The database definition must register viathe suffix directive each of the
search basesit Isresponsible for, and then map those search bases to the
actual search base of.the database.

Database search base
database |[dbm

suffix "dc=Whitemice,dc=0rg"

suffixAlias "dc=blackrat,dc=org" "dc=Whitemice,dc=0rg"
suffix tde=lat Tkrat,dc:org"

| Map all querieswith a search base
This database also handles searches of dc=blackrat,dc=org to have a

with a base of dc=blackrat,dc=org search base of dc=Whitemice,dc=Org



back-ldbm

back-ldbm is the standard backend used to store alocal (or copy
of alocal) database.

back-ldbm configuration directives.
cachesize Number of entriesto cachein memory.
docachesize Amount of memory for caching each index.
dbnolocking » Disable file locking (faster, less stable).
dbnosync Disable synchronous writes (faster, less stable).
directory Wherethefilesare.
mode Mode (permissions) of datafiles.
index Attributesto index, and types of indexes.




>2.1.X
back-bdb

In the OpenL DAP 2.1.x series (particularly after 2.1.4) the primary
datastore backend is back-bdb. While very smilair to 2.0.x's back-ldbom

back-bdb offers serveral advantages.

~Full transaction logging

“Page level locking
» slapcat can be used to backup the datastore while the DSA is online
» slapadd can be used to bulk load objects into the datastore whilethe DSA is

online.
» Multiple threads can access,the same database file concurrently.

*More efficently processed binary database file structure.

°L ess expensive indexing teeAmMOmSs. uses the Berkley DB, which is
Malntained at http://www.d egpycat.com



back-bdb

back-bdb configuration directives.
cachesize {int}
Number-of entriesto cache in memory, default is 1,000.
dbnosync
Disable synchronous writes (faster, less stable).
directory {string}
Wherethefiles are.
mode { string}
Mode (permissions) of-new index files, default is 0600
index {dring} {string}
Attributes to Index, and the.indexing method.
checkpoint {int1} {int2}
How often to flush the database buffers to disk; every
{int1l}kilobytesor at least every {int2} minutes.
lockdetect { string}
If two transaction has alocking conflict, how to determine




back-ldap

The back Idap module actsasa LDAP proxy, alowing a
given LDAP server to receive requests for a database that it
does not contain.

Example:

Having the following in the dapd of Idap.saruman.org:
database |dap

suffix de=Sauron,dc=0rg

server ldap.mordor.org:9000

Would allow Idap.saruman.org to seem to answer queries of
the de=Sauron,dc=0rg database, when in fact these queries
are being forwarded to the LDAP server on ldap.mordor.org
listening on port 9000.

This can be useful to smplify client configuration and
circumvent firewalls.



back-sq|

The SQOL backend is not built by default. Y ou should pass
“--enpable-sgl" to the configure script in order to get SQL
support. Building SQL support requires IODBC or
unixODBC to be install ed.

back-sgl configuration directives
doname ©ODBC DSN
dbuser Username (If not provided in DSN configuration)
dbpasswd Passiword (If not provided in DSN configuration)

To use the SQL backendyou must create several tablesin your
database to contain metainformation required by the LDAP
server and to indicate where in the database the various objects
and attributes are to be found.

back-<cal 1< not meant to he 1iced a< 3 adeneral niirno<e back end



% back-passwd

Ee back-passwd backend provides simple L DAP access to the local

[etc/passwd file.




back-shell

T he back-shell backend allows the LDAP server to process
gueries using an arbitrary external program.

Example:
database shell

suifix=—ae=\/\Vhitemice,dc=0rg"
search /usiiioeal /bi n/searchexample.sh

All operations will be fed into the standard input of the designated
program, and resultswill be expected on standard outpuit.

The format for LDAP to program transactions can be found at:
http://Mmaaw.umiehediBis el svcs/ | dap/doc/guides/d apd/13.htm



back-meta

Back-metais currently only avallable viaCVS.

The back-meta backend supersedes the back-ldap LDAP proxy
backend, adding the capability to rewrite naming contexts and
thus "merge" disparate directory structures.

Example:
database meta
suffix . dc=foo,dc=com"
uri Selap://a.bar.com/dc=a,dc=bar,dc=com"
suffixmassage™=*dc=a,dc=foo,dc=com" "dc=bar,dc=com"
uri Sgapiib.foo.com/o=Fo0,c=US"

suffixmassage  “de=b,dc=foo,dc=com" "o=Foo0,c=US"

The above example places the directory "dc=bar,dc=com" hosted on
a.bar.com and the directory "o0-Foo,c=US" hosted on b.foo.com as






Slapindex

|f additional indexes are defined once the database has been
loaded and deployed entriesin the new index will only be created
for objects created from that point on. Current objectswill not be
Included in the new indexes.

To rebuild indexes OpenL DAP 2.0.x and greater providesthe
slapindex command. The server should be offline when this
command executes. It rebuilds all the indexes, and according to
the man page, "“provides ample opportunity for the user to
obtain and drink their. favorite beverage.”

For OpenLDAP 1.2.X serversit is necessary to create an LDIF of
the database, including item\numbers (Idbmcat) and index
each attribute with the ldif2index utility.



LDAP
(Performance
Tips)



Buffer Stuffing

(Single Threaded Installations Only)

On single threaded installations the DSA can (obvioudy) only processasingle
request at atime. If aclient submitsaquery that resultsin alarge result set
and then abandons the connection or goes off-net the server will remain tied
up until the timelimit has expired. Such acourse of events can aso cause the
server to experience intermittant load spikes.

|n an attempt to avoid this form of congestion slapd will request alarge send
buffer from the operating system. A large send buffer allows the server to
dump the result set into the kernel and return to operation. It becomesthe
responsi bility of the kernel to manage the defunct client connection.

In order for this workaround to function properly the server administrator
must usually raise the system's default maximum send buffer size. On Linux
systems this can be adjusted with the following command:

sysctl -w net.corewmem_max = 4194304



Indexing

+Maintaining the correct indexesisimperitive for good performance.
«Always maintain an equality index on the objectclass attribute.

« Always include an objectclass equality comparison in all queries.
*Periodically run the dapindex utility to ensure that your indexes are
complete and cons stent.
+On substring comparison try to include at least three characters.

¢ If only one or two characters are provided some versions of

OpenL DAP will not be able to statistically optimize the query
*The dbcachesize directive.control s the amount of memory allocated for
each index file.

¢ |ncreasing this paramter can,provide a significant improvement in

performance, escpecially on index rebuilds and attribute
modificaitons.



Filesystem

Since the L DAP database (at least with the standard |dom backend) resides
In afilesystem, the performance of the filesystem has an obvious effect on
the performance of the DSA

+ |f possible place the DSA's database in its own filesystem.
+ ext2 and ext3 degrade in performance after they pass 1/3 capacity.
« Use the noatime mount option to reduce the effort required to maintain
filesystem meta-data. T he OpenL DAP package does not utilize the
access timestamp of thefiles.
+ Use the filesystem's tuning program to permit the DSA's security context
to utilize reserved space thus reducing the likelihood of corrupting the
database due to insufficient disk space

+ tune2fss-u option for ext2 or ext3



Journalized Filesystems

* Use of ajournalized filesystem isrecommended for both performance
and availability.

« All the performance tips for non-journalized filesystems also apply to
journalized filesystems.

« Establish the journal in a partition or logical volume located on a
seperate physical volume. This spreads the write load across the
devices and allows datato be moved from the journal to the
filesystems without excessive head motion.

* tunez2fss-Joption for ext3
« xfs growfss-L option for XES



Journalized Filesystems

*By default dapd performsafsync() call after every write operation, this
commits data from memory to disk in order to ensure data base integrity.
* Performing fsync()s in this manner result in very ineffecient 1/0
utilization.

« This behaviour can be disabled viathe dbnosync configuration
directive, but.thisis not recommended as you sacrifice database
Integrity for your increase in performance.

« Using data journalling permits the operating system to return
completion of fsync() calls as soon as the journal isupdated. Since
the journal iswritten linearly it avoids elevator related performance
problems and avolds latency resulting from excessive head motion.

+ Data journalling can be enabled on ext3 using the data=journal
mount option.
« Datajournalling requires as gnificantly larger journal than does
meta-data only journalling.
+ Journal size and position can be modified viathe tune2fs



Concurrency & the thread pool

* There are two dapd.conf parametersthat effect how the OpenLDAP
DSA processes itswork load.
+ threads controls the maximum number of threads that slapd will
Spawn
« Default number of threadsis 32
+ This number may be reduced or raised to your platforms limit.
+ Thethread |imit on Linux isdightly lessthan 1024.
+ Other factors limit the effectiveness of additional threading
long before that limit is reached.
+ concurrency controls how many reguests dapd (and its thread pool)
will attempt to process at one time.
* |ncreasing the number of threads will increase resource consumption,
be careful not to exceed the capcity. of your host or al performance
benefits of additional threading will be |ost.

+ Many people suggest setting concurrency some what less (~10%) than
threade an that redl iecte ara handled 1 n the oot of ficiant \wavy
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The purpose of back-sq|

The back-sgl datastore is not meant to be used as the primary portion of
the Dit, but to present datafrom arelational data base system such as
Oracle, MySOL, PostgresSQL, etc... to LDAP enabled clients.

The overhead introduced by ODBC and the mapping of the relational
data model to the L DAP data model that must be performed by the
relational database itself* limitsthe performance of back-sgl.

* The relational database must support stored procedures.

Not all aspects of the LDAP data mode (such asreferrals) can be
cleanly mapped onto the relational data model. Again, making back-
sgl non-optimal as the primary portion of the Dit.



Enabling the SQL backend

In order. to use the SQL backend your OpenLDAP DSA (dapd) must
have been.build with support for SQL. Thisisaccomplised by
building with the --enable-sgl option passed to the configure script.

Y ou can check and existing dapd binary for SQL support using the
ldd utility to seeif the executablefileislinked against an odbc
library.

OpenL DAP SOQL support requiresthat either the IODBC or
unixODBC libraries are installed on the system.



Mapping Concept

back-sgl uses a set of tablesin therelational database itself to store
Information on what table and field values correspond to a given
L DAP attribute, and what database keys correspond to agiven LDAP

object.
: The keysinto the

database must be
Integers (whichis
standard practice).

Therest of the database.
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B The mapping
i T concept relies
heavily upon table
. joins, so indexing the

key fieldsiscritical
for performance.



“rdbms_depend”

The exact SQL statements required to create the neccesary tables and
sequences needed to store the mapping information vary depending
upon the RDBMS in use.

The rdbms denend subdiretory found in the back-sgl directory of the
OpenL DAP souree code contains a subdirectory for each documented
RDBMS. Currently.thisincludes. MySQL, Microsoft SQL server,
and Oracle.

A collection of SOL scripts for Postgresgl can be found at -
http://mwww.samse.fr/GPL/Idap pg/HOWTO/

The example SQL schema and statements that follow assume the use
of PostgreSQL 7.1 or later. Thisshould however be very similair to
the syntax used by most major SOL databases.



Objectclass Mappings

ldap_oc_mappings

CREATE SEQUENCE |dap_oc_mappings id_seq;
CREATE TABLE Idap _oc_mappings (

Id Int4 NOT NULL PRIMARY KEY DEFAULT nextval
('ldap_oc_mappings id seq’),

name‘Varchar(62I-TN'D'l‘N OLL, objectclass
keytbl Laichar (64) NOT NULTL, table name
keycol varchar(64) NOT NULCTL; integer key
create proc  varcnar{2ss5k

del ete:proc 255), B
expect_retu INt NOT N
); Stored procedure to remove the

object from the RDBM S tables
based upon the integer key.

Always 0?



Attribute Mappings
ldap_attr_mappings

CREATE SEQUENCE Idap attr mappings id_seq;
CREATE TABLE |Idap attr mappings

(
iId int4 NOT NULL PRIMARY KEY

default nextval(ldap attr mappings id_seq’),

oc_map_id T4 NOT NULL, Corresponding objectclass
name ~Varchar255)-NOT NULL, Id from |dap_oc_mappings
sel_expr S VarChan@55) NOT NULT — ttribute

sel expr u _ |

from tbls V EXxpresson used to select

the field (table.fieldname)
Expression used to join ?
tables if multiple tables are

Involved in the query.
(tablel.fieldnamel = table2.fieldname2)

*NMNA~ns ha NITIL 1

Commadelimited list of
tables involved in the query



Attribute Mappings

ldap_attr_mappings

Stored procedure to add avalueto
this attribute given an object id and

avaue Stored procedure to delete
the value of this attribute
given an object id and a

add proc var 255), value

delete proc™ varchar(255),

param_order <=-HtNOT NULL,

expect_returg int NOT NULL, — 9

FOREIGN K oc_map_id) REFERENCES

|dap_oc_mappings(i

);

Always 0?



dn Mapping
ldap_entries

The purpose of Idap _entriesisto map adn to adatabase key, thelast step
In transforming the LDAP data-model to the SQL relational model.

CREATE SEQUENCE Idap entries id seq; The virtual dn
CREATE TABLE ldap entries —
( The objectclass
id int4 NOT NULL PRIMARYKEY id from
dn varchar(255) NOT N UE, L R

— The object i1d of the parent object,
-- dn_ru 255 . |
oc_mapgid iR4-HETNOLL, used to create.the helrarchical
parent _int NOT NULL, structure required by the.L DAI? |
keyval Th data-model. The root object within
UNIQUE (0c_map.] ), the database has a parent of O.

FOREIGN KEY (oc_map._id) =HHETntEge- Rey IR &S is virtual dn

) to the actual content of the relational database.



Objectclass Mapping

ldap_entry _objclasses

ldap _entry objclassesis used to assign objectclass attributes to avirtual

object. . . .
Theid of the virtual object

CREATE TABLE ltiap entry_—ebitTasses as defined in ldap_entries
(
entry id  int4A NOT NULL . The objectclass name

oC_name varchar(64),
FOREIGN KEY (entry id) REFERENCES |dap entries(id)

)

Theoc map id of ldap _entries only. permits and object to have
asingle objectclass, typically sufficient inthisuse case. The
ldap _entry objectclasses alow an object to have multiple

obj ectclass values.



Referral Mapping

ldap_referrals

ldap referrals allows you to declare objects mapped from the
relational database as referral objectsto other LDAP servers
or sections of the Dit.

Theid of the object, as
defined in Idap_entries(id).

CREATE TABLEId rals
( — Whereto refer the
entry id  int4 NOT NHA+ client to, the URL.

url T&TNOT NULL,
FOREIGN KEY (entry_id) REFERENCES Idap_entries(id)
)






. Stored Procedure Examples
=



Using Triggers & Events
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Replication

For redundancy and availability OpenL DAP servers can replicate
changes from a master server to one or more dave servers.

An OpenLDAP server configured to replicate writes changes out
to areplication log file. The slurpd process watchesthisfile
for writes, andupdates dave servers accordingly.

Changes that cannot be replicated are stored in argection log.

slurpd can be run in "oneshot" mode with the -0 option to re-
process aregection log.

Replication can aso be daisy chained through several "layers' of
servers, so long as Multimaster mode is not used.



(2) reiRiey

arepdn

Update

Request (1)




Configuration of Replication

A master and dave server must start out with an identical database.

Configure areplica and replogfiler entry on the master for each dave.
replica host=natches.morrison.iserv.net:389
binddn="cn=root, dc=morrison-ind,dc=com"
bindmethod=simple credential s=secret
replogfile  /var/speol/ldap/replog

Configure an updatedn entry on each dave, identical to the updatedn
parameter you specified in the master replica entry:
updatedn "cn=root, dc=morrison-ind,dc=com"

To have the dave refer change reguests to the master specify an updateref:
updateref |dap:\\estatel.whitemice.org

Operations that cannot be replicated are stored in argection log. slurpd can
be run in "onesnot" mode with the -0 option to re-process areection log.

*V i1 nead nne ranl oafil o nar Aatahaca (not Nnar renlica) aveant 1n the frace Af A Ffoarant ated



Populating Slaves

One of the most difficult tasks of establishing areplicant isensuring that it starts
with an identical database to it's master. Possibly the smplest way to establish
replicaslavesis asfollows.
1. Ensure there isa dn with which one can bind the the master and view all attributes
and objectsin the Dit.
2. Temporarily modify:the query result sze limit* of the master to permit the entire
database to be downloaded (the sizelimit parameter in dapd.conf) and restart the master
dapd.
3. Set the default base, updatedn, etc... on the dave
4. Ensure schema files on master.and dave are identical.

Tip: slave:/etc/openlidap/schema$ scp root@master:/etc/openl dap/schemal* .
5. Define the dave replicant on the master and re-apply size-limit, but do not restart the
master siapd (yet). Ensure that the replication log file exists with correct permissons.
6. Copy the database to the slave:

|dapsearch -LLL -D”bind dn” -w “bind password” “objectclass=*" | slapadd -n 1

/. Start the dave s apd.

O DD Aacd et Hla A v e ~aa ] ieaasanes)



Differentiated Replication

It Is often desirable to have a single master that

M aster contains the entirety of the Dit, but to replicate only
(de=X,de=0rg)’  gpecific portions of that Dit to various daves.
' Define each of the subtrees you wish to
‘ seperately replicate as seperate databases on the
Slave gae  Master, listing the master/parent database last.
(ou=People, (ou=Groups, dat??asf? el N
dc=X,dc=0rg) dc=X,dc=0rg) suffix "ou=People,dc=X,dc=0rg
d.altzlabaseldbm

suffix "ou=Grousp,dc=X,dc=0rg"

When using differentiated e ifix X g

replication of asingle Dit,
the subordinate and master
databases may share a
common durpd replication
|0g on the madter.

The master Dit must contain subordinate
information referral s to the subordinate
databases.




replica: india- north Whltemlce org Host to replicate this

time: 1014726158 entry to.
dn: cn=Adam Williams,ou=Peopl e,dc=whitemice,dc=org :
changetype: modify DN of affected object.
replace: gecos _

gecos. Adam Tauno Williams Attribute effected.

replace: modifiersName New Value
modifiersName: cn=Adam Williams,ou=People dc=winiciice,dr=org _
Attribute effected.

New Vaue

replace: modifyTimestamp
modifyTimestamp: 20020226122236Z



What exactly happens....

1. When slurpd starts, if the replication log file isempty or missing it goesto
deep.

2. slurpd periodically wakes up and checksthereplication log, if it isempty
surpd goes back to deep.

3. If there are change entriesin the replication log urpd flock()s the file and
makes a copy.

4. If durpd is multithreaded it spawns athread for each replicaor else it
forks acopy of itself for each replica.

5. Each slurpd thread/process binds to its replica as the binddn specified in
the replica entry in dapd.conf.

6. If any of the modifications fail they are written to the regjection log for the
appropriate replica

7. durpd child processes/threads terminate

8. The master slurpd goes back to monitoring the replication | og.



The Rejection Log

The rgjection log format isvery smilair to that of the replication log except that each

transaction begins with the specification of the error that caused replication to fail.
Thereplicadid not contain the

object modified on the master.
The dlave and master must have
been prewously out of sync.

RRORY No such object
eplica: india-north.whitemi c¥org==28¢
Ime: 1015245303.0
dn: cn=nt1000 Machine A ccount,ou=SystemA ccounts,d
hangetype: delete
Transactions are seperated
RROR: Constraint violation by asingle blank line.
eplica: india-north.whitemi®&Qrg: 389
Ime: 1015245328.0
dn: uid=NT1000%,0u=System A ccourts,dc=whitemice,dc=org
hangetype: modify
eplace: uid The modifcation requests
id: NT1000$ violated the schema known to

the dave or Its structure.

eplace: uidNumber

IdNumber: 525



The updatedn

The updatedn isthe identity used by s urpd when replicating changesto
saves. The updatedn should be a unigue dn, used by no other usersor
Processes.

If the updatedn 1s:al so the root dn the dave will be unable to tell the
diffrence between areplication connection and an administrative
connection. Thissituation allows a dave to be updated by a source
other than the master, and thus become out of sync with the rest of the
Dit causing future replication eventsto fail.



Chasing Referrals

If aclient submits amodification to a dave server the dave will respond
to the client with areferral, refusing the modification.

It ISthe responsi bility of the client to rebind to the referred to server
(presumably the master) and re-attempt the modification request.

By default the OpenL DAP utilities do not chase referrals.

The OpenL DAP libraries do not support referral and rebind when the
client has perfomed asmple bind. Thisisdue to serious security
concerns as a ssmple bind presents the server will a plain text password.
Automatic referral of smply bound connections would ssimply make it
much to easy for arogue server to harvest passwords.



Multimaster

An experimental option called "multimaster" allows multiple serversto
operate as. masters, both processing updates and updating each other.

To use multimaster -
#define SLAPD MULTIMASTER 1 in portable.h
after doing ./configure and before compiling.

This changes how a server handles incoming replications. A multimaster
server will not write out changesto itsreplication log if the connection
performing the modificationwas the configured updatedn, thusavoiding
an infinite loop.

This option breaks the ability to daisy-chain replication, but isstableif this

type of replication Is configured so that masters do not get updated by
more than one other master.
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The ACL Stack

Access control for objects and attributes is managed through the
construction of a stack of access control lists. The first matching
rule.applies and subsequent rules do not apply, thusorder is
extremely important.

Access Control List syntax:
access to.<dn="dn matching pattern">
<attrs=attribute, attribute, . . . >
by <pattern> < compare | search | read | write >
If adn matching pattern is not included the rule appliesto the
attributes listed in all the objectsin the DSA not previoudy
matched by a dn regular expresson.

The special attribute children grants modification privilages (create,
delete) to an objects children. The specia attribute entry control is
used to grant privilage to modify the object itsalf (delete).



Access Levels

OpenL DAP support four access levels. Granting a greater
access level impliesgranting al lower levels. For example,
granting read access implies search and compare.

@ ®

Allows aclient to send avalue to the DSA to be
compared to a specific attribute of a specific

compare object. Returns atrue or false on the
compa®ison. -
Allows aclient to request alist of objects
4—
search matching a given criteria
O o
read +— Allowsaclient to retrieve the attribute value
pairs of an object.
write ® *

\ Allows a client to modify the attribute value
pairs of an object as well as possibly create and

remove objects themselves.
< o







ACL Matching Patterns

There are severa specia clauses that can be used in specifying the by
<pattern> of the access control rule.
@ o
self Matches the dn of the object itself, useful for
granting users the ability to modify the attributes
of thetr own objects.

user.  Grants privilagesto any authentication connectign..

anogymaus  Grantsorivilagesto anonymatls connectigdns.

auth  Grants privilages to.the procedures used to
authenticate connections to the DSA.



Examples

T.he following are example ACL constructs, and typically are good
rules to start from:

accessto attr=userpassword
by self write
by anonymouis auth

The above gives users write access to their own userpassword
attribute and authentication privilages to anonymous connections.

accessto*
by self write
by usersread

The above gives users write access to their own object and read
accessto all objects to those connections that have been
authenticated (thiswould only make sense if defaultaccessis



Group Matching

One of the most powerful methods for constructing access
control rulesisto grant priviagesto a group to which dns
can be dynamically added or removed. For example -

access to attr=userpassword

Iy group="cn=Administrators,dc=example,dc=com" write
would grant Write accessto any connection
dn:cn=adminstrators,dc=example,d

authenticated to.the DSA asadnfoundinthe o
cn=Administrators. cn=Administratorsis on: adminstrators

: objectclass. groupofNames
expected to be of objectclass groupofnames objectdass: top

with member attributes containing dns. member: cn=fred
blogs,dc=example,dc=com

member: cn=somebody

If another objectclass/attribute is required they "@ssdc=e@mpiede=com
can be specified in the group clause, for

example - by group/organizational Rol e/rol eOccupant=

specifies an objectclass of organizationRole with attributes of

rol O et inant contat Nt A Ane



dnattr

The dnattr matching construct allows the administrator to specify an
attribute within the object itself that contains dnsto be matched. This
usually requires the object to have an objectclass of some type meant to
store a list ofxdns (groupof names, groupofuniguenames,
organizationalrele, ec...)

Example:

access to dn="cn=Staff,ou=ListAliases,ou=Mail Aliases,0=Morrison Industries,c=US"
by dnattr=uniquemember write
by * read

Thiswould grant write access to the cn=Staff,ou=ListAliases,... object to
all connections whose authenticated dn isfound in one of the objects
uniquemember attributes, all other connections would have read accessto
the object.



Regular Expression Matching

The use of regular expressons in the matching pattern provides the
ability to construct intelligent and extrememly powerful access
control rules.

Example:
access to dn="cn=(]4,}-+),ou=L istAliases,ou=MailAliases,0=Morrison Industries,c=US"

by group/groupOfUnigueNamesuniquemember="cn=%$1 ListAlias,ou=ACL Groups,o=Morrison Industries,c=US"
write

by group/groupOfUniqueNames/uniguemember="cn=CIS Dept,ou=A CL Groups,o=Morrison Industries, c=US"
write
by * read

The above rule grants uniquemembers of the CIS Dept object under
ou=ACL Groups write access to all objectsdirectly under
ou=LIstAliases. For each object under ou=ListAliasesa
correspondingly named object under ou=ACL Groups is used to grant
per object access to an arbitrary group of uniguemembers. So a
unlquemember of object cn=Staff ListAlias, ou—ACL Groups,.... would

| o e R R R P YR o o a "I A 1" AN 1l 21



Sssf

The sst.matching directive allows you to establish encryption
reguirements to objects and attributes within the DIT.

Note:

Example: : .
- Multiple conditions
access to attrs=morri sonkeypadcode ) ..
by ssf=12R salf write can be listed, delimited
by * none by white SJPace.

The above would allow a user write accessto hisor her own (self)
morrisonkeypadcode attribute only if his connection supported 128
bit or greater encryption. Anyone, even the user, whose connection

did not meet the encryption requirement would eno cto _
' ' | SSF Value | Encryption Type
the morrisonkeypadcode attribute. alue| Encryption Type

3DES



Anonymous uUsers

\When an application binds to the DSA anonymoudly its bind dn
string contains zero characters.

A rule can be constructed to match this context using regular
expressions. For example:

access to dn="(*.),ou=Customers,dc=Foo,dc=Com)"
by dn=""$$" none

This denies anonymous users read access to any object in the
organizational unit Customers.

If you're versed in regular expressions you'll remember that caret (") indicates "starts
with" and dollar sign (*$") indicates “endswith". So "~$" matches a string with nothing
between it's start and end, an empty string. The first "$" in ""$$" escapesthe second "$"
for correct interpretation.



children & entry

The ability to create or delete objectes beneath a point in the Dit,
typically an,organizational unit object, isgranted by providing abind
write access to the object's children psuedo-attribute.

The ability to modify an object itself is granted viawrite accessto the
object's entry psuedo-éattribute.

The example below permits members of the Human Resources and CIS Dept
ArALine A AarantkA anAd ramvea Al ARt hhAanAAtih thA DAAWT A ArnAans 2t AnAl At
access to dn="ou=People,dc=Whitemice,dc=0rg"

attrs=children,entry

by group/groupOfUniqueNames/uniguemember="cn=Human Resources,ou=A CL Groups,dc=Whitemice,dc=0rg" write

by group/groupOfUniqueNames/uniqguemember="cn=CIS Dept,ou=A CL Groups,dc=Whitemice,dc=0rg" write

by anonymous read

by * read



selfwrite

The selfwrite access directive allows write accessto an attribute, but the
bind can only add its own dn as the attribute value to the object, and
remove its own dn as an attribute value. Thisistypically most useful for
groups to which users should be able to add and remove themselves, and
only themselves.

To create agroup called.“ Checked Out” to which any user can add or remove
their dn as avalue of attribute member:

access to dn="cn=Checked-Out,ou=Groups,dc=Whitemice,dc=0rg”
attr=member,entry
by dnattr=member selfwrite



A Limitation?

One "limitation" of OpenL DAP isthat the ACL constructs are
stored in the DSA's configuration file (usually dapd.conf) and thus
they can only be modified by bouncing the server.

In defense of OpenLDAP's"limitation” isthat awell thought out
directory wilkrequire few if any adjustments to the ACL constructs.
The necessity of frequent ACL changes indicates a problem with
the directories structure or implementation. Constant changes will
also Inevitably result.in granting access to inappropriate parties.

Design and implement, not vice versa.

If you need highly flexible and granular access control see -
Access Control with ACI




LDAP
(Access

Control
with ACI)



What 1s ACI?

Access Control | nformation defines a method for storing access
control directive withinthe DIT itsalf.

ACI augments or replaces the access control list stack usually
defined in & &pd.conf. However ACI isitself enabled viaa
traditional access control ligt.

To use ACI with OpenL DAP you must have a recent version of
dapd compiled with the --enable-aci directive.

ACI isdtll an “experimental” feature.



Advantages of ACI

The single biggest advantage of ACI isthat the access control
information will be replicated along with the datato Save servers,
where as ACL updates required a manual update and restart on
each LDAP server.

Programs will also.be able to determine (by requesting the ACI
attribute) what level of accesthey have to the object(s).

ACI information can be updated on the fly, whereas ACL rules
require a server restart. (Fhis. s al so a potential weakness)



Disadvantages of ACI

Each object controlled by ACI needsit's own ACI attributes, thiscan
become a management problem aswell as swell the size of the
database.

ACI access specifications are not as flexibleas ACLsas ACI has no
regular expressions, inheritance, €tc...

Theinterplay of ACl and ACL s (assuming you use both) can be
confusing.

ACI isan experimental feature.



OpenLDAPacl & OpenLDAPaci

EVvery object that is under the access control of AClI must have a
value attribute pair

objectclass. OpenL DA Pacl
In order to permit it to contain Openl DA Paci attributes.

Openl DAPaC! attributes each contain a single access control
directive that applies only to the object containing the attribute.

Later versions of OpenL DAP ACI will probably support
Inheritance.



OpenLDAPaciMatch

The OpenL DAPaci attribute isdefined in core.schemato use
the special equality matching policy of Openl. DA PaciMatch.

However, dapd contains, as yet, no function to perform that
type of equal |ty match. (Wedid say that aci was an expirimenta feature).

This can be worked around by altering -

attributetype ( 1.3:6.1.4.1.4203.666.1.5
NAME 'OpenL DA Paci’
DESC 'OpenL DAP access control irformation'
EQUALITY OpenLDAPaciMatch
SYNTAX 1.3.6.1.4.1.4203.666.2.1
USAGE directoryOperation )

g

_—

+ 1 10N



The ACI ACL (OpenLDAPaci)

In order to enable ACI you need to add it to the access control
lists defined in slapd.conf.

Y ou may have traditional ACL's prior to the AClI ACL but once
an matching ACL entry containing ACI is specified

ACL'sprior to the ACI entry will ACI information.
< Traditional ACL applying
access to attr=userPassword to userPassword attribute.
by self write

by anonymous auth
by dn="cn=Manager,dc=Example,dc=Com" write N\
access to dn="(* .),ou=People,dc=Example,dc=Com"

by dn="cn=Manager,dc=Example,de=ComEnalpte ACl for all objectsin
by aci write the organizational unit People.



OpenLDAPaci

The value of an OpenL DAPaci attribute is actually a hasn/pound
(“#") delimited ligt of five values:

Ol D#SCOPE#RIGHT SHTY PE#SUBJECT

So an OpenL DA Paci attribute might look like:
OpenL DAPaci: 1#entrytgrant;r,w;[all]#group#cn=cis,ou=Groups,dc=Example,dc=Com

Obviously these can get really ugly redlly fast. ACl entriesare
meant to be managed programatically, not by hand.

Thefirgt value (Ol D) iscurrently ignored.

The second value (SCOPE) I1s aways entry with current versions.
Additional values with specia meaning (specifying inheritance,



OpenLDAPaci: Rights

Therightsfield in an OpenL DAPaci valueisasemicolon (*;")
delimited list of values.

ACTION;PERMISSION; TARGET

ACTION : grantisthe only value that has any real meaning. Y ou can
specifiy deny, but how ACI's are processed makes it rather pointless.
deny is always assumed when no value matches.

PERMISSION : A commadelimited list of values where
r =read s = compare W = Write ¢ = compare

TARGET : Isacommadelimited list of valueswhere
altribute = an attribute name, example: userPassword
[all] = all atributes of object
[entry] = the object itself but no attributes

NmrhilAvanl — ctilhAardr nata AR At A



OpenLDAPaciI: Type & Subject

Thetype field of an OpenL DAPaci value determines how the
subsequent subject field isinterpreted. Valid type vaues are:

accessid  Subject isadn reffering to an object that would be

used to authenticate a bind to the DSA.

group Subject isadn reffering to agroupOfNames, within which
the dn of every member isrefferencesviathe

member attribute.

self Subject field value isirrelevant. Matches connections  reffering
to the object used as the context for their own

bind.

The meaning of the subject field is entirely dependent upon the value of the
typefield.
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RFC2798

(inetOrgPerson)

The inetOrgPerson objectclassis probably the most commonly
used-objectclassin the LDAP world. Descended from

organi zational Person defined by X.521, iIssmply contains
Information about a person associated with an organization
(company, government, etc...)

Attributes of inetOrgPerson

audio businessCategory carLicense

departmentNumber displayName employeeNumber
employeeType givenName homePhone

homePostal Address initials | pegPhoto

labeledURI mail  manager ., mobile pager photo roomNumber
Ssecretary  uid

userCertificate x500uniqueldentifier preferredlLanguage
userSMIMECertificate userPKCS12




RFC2307

The RFC document specifies object classes and attributesto
allow an LDAP server to provide basically the same
funetionality asaNIS or NIS+ server.

RFEC2307bis
RFC2307 defines posxGroup asalist

ObjectClasses

gﬁ;ﬁ@fgﬁg&m of meml_ae_rui d attributes cont_ai ning a
posixGroup uid. Thisisnot very LDAP-ish and
ipService means you can't use posxGroups for
IpProtocol LDAP ACLs. RFC2307his defines
oncRpc the ability to use uniqueMember

: Szgtsvtvork attributes containing distinguished
nisNetgroup names to define members of a posix-
nisMap Group. You must have an NSS
nisObject modul e that supports RFC2307Dbis.

leee802Device

- - 2 L1 . ™~ .. " _



RFC2739

http://www.fags.org/rfcs/rfc2739.html
objectclass (1.2.840.113556.1.5.87

RFC2739 defines amethod for sharingthe ~ NAME ‘caEntry’ | |
DESC 'Calendering and Free Busy information'

location of calender and free/busy SUP top AUXILIARY

Information stored in vCard and i Calendar MAY (ca CaURI $ cdFBURL $
caACAPURI $ cACAAdrURI $

(ifb and ics) formats. ca OtherCalURIs $ caOtherFBURL s $
ca OtherCAPURIs$ ca OtherCa AdrURIs

The objectclass and attributes defined in this )

RFC permit an object to contain URIs iCalendar is the “Internet Calendering

directing calendering clientsto the appropriate ~ and Scheduling Core Object
Specification' - RFC2245

files.
Compatible with vCard is defined in RFC2426
Ximian Evolution

An OpenL DAP 2.x compatible schemafile of the attributes and

objectclass defined in RFC2739 isavailable at -
ftp://kalamazoolinux.org/pub/projects/awil | iam/misc-ldap/rfc2739.schema
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Hierarchy: Kerberos V & Samba
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Misc. Schema Hierarchies
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syslog

On most platforms OpenL DAP uses the sysog daemon to process|og
messages, 'using the local4 facility. So an /etc/sydog.conf entry like:

local4.*  /var/log/ldap
would record L DAP.messages in the specified file. AsSLDAP can
generate alot of log messagesif isrecommended that you use the "-"

prefix so that syslog does not flush the log file after every message,
which serioudy degrades performance.

locald.*\. -/var/log/ldap

If you log L DAP messages with syslog be sure to update your log rotator
accordingly.



[etc/openldap/ldap.conf

‘The defaults for the OpenLDAP libraries and utilities are read
from the Idap.conf file in the OpenL DAP configuration directory
(/etc/epenldap for RedHat and RedHat based distributions).

BASE €E=\/\Vhitemice,dc=0rg
Default search base.

HOST estaledliiiihl temice.org
PORTaaN
Default LDAP server and port.

Sl ZEL v

Maximum number of objectsto retrieve from aquery. A
value of zero impliesno limit.



[etc/openldap/ldap.conf

‘The defaults for the OpenLDAP libraries and utilities are read
from the Idap.conf file in the OpenL DAP configuration directory
(/etc/epenldap for RedHat and RedHat based distributions).

TIMELIMIT O
How long towait for the results of aquery. A vaue of zero
Indicates an infinite time out.

DREF { never|searchi ng|finding|always}
Whether to de-reference aliases, the default it never.
Thisoption is not available for OpenLDAP 1.2.x

SASL SECPROPS <properties>
Used to establish various Cyrus SASL operationa properties.



The LDAP NSS Modules

GL IBC systems use the NSS (Name Service Switch) to resolve
name information such as user names, home directories, host
names, etc... NSS allowsfor flexibility as modules can be added
and removed dynamically, and "stacked" so a system can use
multiple name spaces.

The NSS module for LDAP isdeveloped by PADL software.
http://www.padl.com

The NSS module is provided with most distributions including
RedHat and SuSe.

For more information on NSS see:
The nsswitch.conf man page.
http://www.kalamazool inux.org/presentations/20000328/




The LDAP PAM Module

PAM isasystem service supported by most modern UNIX and
UNI X like operating systems that handle user authentication and
access to system resources. PAM modules are shared libraries that
are configured in a"stack" in order to construct robust and flexible
resource controls and user authentication.

The LDAP module supports avariety of password encryption
schemes including the ability to change a password stored in
OpenL DAP (viaexop), Netscape Directory, NDS, or Active
Directory.

The LDAP module can restrict access based upon the host attribute
of the users account objectclass and/or upon group membership.



authconfig

s authconfig isapackage
AT U RREICY G ey bundled with the RedHat

:;,E;M - e s L inux distribution, and

| possibly others, that allows
SRR Lolo! v Lo v v simple menu driven
configuration of the PAM
modules, including LDAP.

If the --kickstart option is specified on the command line no interactive
Interface is started, this can be used.in conjunction with the --enabl el dap,
--enableldapssl, and --ldapbasedn parameters to automate the setup of
authentication on workstations. See man |dapauth' for more information.



A PAM LDAP login file

#%PAM-1.0

auth required
auth required
auth sufficient
auth reguired
account  sufficient
account  required
password required
password required
password required
sesson  required
session  optional

/lib/security/pam_securetty.so
/lib/security/pam_nologin.so
/lib/security/pam |dap.so
/lib/security/pam_unix_auth.so try first_pass
/lib/security/pam |dap.so
/lib/security/pam_uniXx_acct.so
/lib/security/pam_cracklib.so
/ib/security/pam_|dap.so
Hlib/security/pam_pwdb.so use first pass
lib/security/pam_uniX_session.so
[lib/security/pam_console.so



[etc/ldap.conf

Thefile/etc/ldap.conf isthe configuration file for the PAM and
NSS LDAP modules.

The most common parameters for the |dap.conf file are:

host 192.168.3.1
The |P address of your LDAP server

base dc=whitemice,dc=org
The gtart of your directory tree

Port 389
The port on which your LDAP server listens

ldap version 3
Either 2 or 3, the LDAP protocol version of your LDAP server.



[etc/ldap.conf
timelimit 30
The maximum query time. Authentication operations whose queries
do net complete within thistime are assumed to fail.

pam_fiter objectclass=account
Allows specification of afilter used to limit queries by PAM.

pam_passwerdiclear | crypt | nds|ad | exop | md5 }
Determines how PAM should handle (usually encrypt) password
changes.

binddn cn=proxyuser;de=exampl e,dc=com

bindpw secret

If the LDAP server does not permit anonymous binds or queriesthe
PAM module can be set to bind as a specific DN with the given
password.



Administrative
Password Changing

In order te maintain the expected ability of the superuser to change any user's
password via 'passwd { username} ' pam_|dap.so will require the ability to
bind to the DSA with adn granted the ability to modify any user's
userpasswd attribute.

This can be accomplished by setting the rootbinddn attribute in /etc/Idap.conf
to adn with the required authority. pam Idap.so will then expect to find the
required password in the file /etc/Idap.secret. Be sureto create /
etc/ldap.secret with sufficient filesystem protection that you are not exposing
an administrative password.

Typically thisis accomplisned viathe following commands:
chown root.root /etc/ldap.conf; chmod 600 /etc/Idap.conf

If you also use the shadowA ccount objectclass on user objects the provided



passwd PAM file

(/letc/pam.d/passwd)

auth required  /lib/security/pam_env.so

auth sufficient  /lib/security/pam_unix.so likeauth nullok
auth suffieient /lib/security/pam_|dap.so use first pass
auth required /lib/security/pam_deny.so

account  sufficient. /lib/security/pam_unix.so

account  sufficient {lib/security/pam |dap.so

account reguired  /lib/security/pam_deny.so

password sufficient /lib/security/pam |ldap.so

password sufficient /lib/security/pam_unix.so nullok use authtok md5
password required /lib/security/pam_deny.so

sessionrequired  /lib/security/pam_limits.so

sessionrequired  /lib/security/pam_unix.so

sessionoptional  /lib/security/pam_ldap.so



The shadowLastChange Bug

If & user's object has an objectclass of shadowA ccount, upon changing or
setting the password, pam |dap.so will attempt to update the shadow
attribute shadowL astChange.

The userpasswd attribute is modified viaa binding either the DN defined
In /etc/ldap.conf (passwd command executed as the superuser) or asthe
user's dn (passwd command executed by the user).

T he shadowL astChange attribute should be modified in the context of the
same binding, however, prior to verson XXX of pam_|dap.so the PAM
module would rebind annonymoudy in order to modify

shadowL astChange. This caused the updating of shadowL astChange to
fail unless anonymous binds were permitted write authortity on the
attribute (abad ided).

A user doesrequire the ability to modify ther own shadowlL astChange



LDAP
(Migration)



Migration Scripts

PADL .com (Luke Howard) maintains a collection of Perl scripts
used to migrate the traditional UNIX flat files (/etc/passwd, /
etc/hosts, etc...) to LDIF format for loading into an LDAP DSA.

These migration scripts are provided in the openldap-servers
package on the RedHat distribution and installed in the /
usr/snare/openl dap/migration directory.

The migration scripts require that, at minimum, the nis (RFC2307)
schema be installed on the server. If an extended migration isto
be performed the misc (RFC822) and inetorgperson (RFC2798)
needsto be installed aswell. inetorgperson in turn requiresthe
core (RFC2079 and RFC2256) and cos ne (RFC1274) schemas.



Using the scripts...

Thefilemigrate_command.ph isincluded by all the other
migration scripts and i1s used to define the naming contexts to
which the datawill be migrated.

Use atext editor to set the following values:
RFC2307BIS

Set to 1 if you intend to use RFC2307BIS or Oif you will be
using RFC2307.

DEFAULT MAIL DOMAIN
Define your mail domain, used only for extended migration.

DEFAULT BASE
The base of your organizations DIT

EXTENDED_SCHEMA



Using the scripts...

Once the proper values have been defined in migrate_common.ph
using the scriptsis straight forward:

Jmigrate passwd.pl /etc/passwd  /tmp/passwd.ldif
{migrate script} {sourcefile} {output |dif file}

The output files can of course be modified with any text editor or
processed via additional scripts.

Note: The extended migration produces kerberosSecurityObject objectlass
attributes with the assumption that the Kerberos realm is the
DEFAULT MAIL DOMAIN:nN all upper case. If your Kerberosdomainis
different you can use sed to change the neccesary attributes. If you do not
participate in a Kerberos realm you.can remove the krbname attribute and the
kerberosSecurityObject objectclass designation.



Extended Migration

An extended migration of an /etc/passwd entry:
dn: wid=awilliam,ou=Peopl e,dc=whitemice,dc=org

uidiAa;Ni”iw”_ Most migrations will be extended, basic

cn: Adam Williams : :

SV A darm migrations are ugual ly performed when the
sn: Williams LDAP system will be used soley asa

mail: awilliam@whitemice.org repl acement for NI S.

objectClass: person A basic migration of an /etc/passwd entry:
objectClass: organizational Person dn: uid=awilliam,ou=Peopl e,dc=whitemice,dc=org
objectClass. inetOrgPerson uid: awilliam

objectClass. account cn: Adam Williams

objectClass: posxAccount objectClass: account

objectClass: top objectClass. posixAccount

objectClass: kerberosSecurityObject objectClass: top

userPassword: { crypt} Cp.KeR/OthyOE  yserPassword: { crypt} Cp.KeR/otnyQE
krbname: awilliam@WHITEMICE.ORG  |oginShell: /bin/bash

loginShell: /bin/bash uidNumber: 500

uidNumber: 500 gidNumber: 100

gidNumber: 100 homeDirectory: /home/awilliam
homeDirectory: /home/awilliam gecos. Adam Williams

aeco<s Adam \Williame



What can be migrated?

The stock migration scripts migrate the following files:

Mail Aliases (/etc/aliases) Automounter Information*

File System Table (/etc/fstab) Group Information (/etc/group)
Hosts (/etc/hosts)  Netgroups

Network Table (/etc/networks)  User Information (/etc/passwd)
Protocols (/etc/protocols) RPC Information (/etc/rpc)

Services Information (/etc/services)

*There is some dispute over the correct schemafor LDAP driven NFS
automounters. It isadvised you refere to the OpenL DA P-software mailling
list archives for more information.

Older version of nss_ldap, or nss _|dap on some platforms, may
not support all the mapsin LDAP.



LDAP
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LDAP URLS

Syntax

|dap| 1]://<hosthame>:<port>/<base dn>7<attributes>?<scope>?<filter>

Search for cn & photos of the MCI departement people
|dap://Idap.int-evry.frieu=peopl e,dc=int-evry,dc=fr~cn,| pegphoto?sub?ou=MCI

More complex filters; search for sn starting with p, being in the MCI departement
but not sn=petit.

|dap://|dap.int-evry.fr/ou=people dc=int-evry,dc=fr7cn?sub.(& (ou=MCl) (sh=p* )(
)



LDAP
(Example
NSS
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posixAccount Object

An entry of
student:x:502:502::/home/student:/bin/bash

In /etc/passwd corresponds to a posi xAccount object of

dn: uid=student,ou=People,dc=\Whitemice,dc=0rg
uid: student

cn: student

objectClass. account

objectClass. pos xAccount

objectClass. top

objectClass. shadowA ccount

userPassword: { crypt} $1$1MyD/Wo0$hhxgsRf CP/3HzV 3f3Y 6ed/
shadowL astChange: 11702

shadowMax: 99999

shadowWarning: 7

loginShell: /bin/bash

uidNumber: 502



posixGroup Object

An entry of

users:x:100:mwilliam,awilliam

In /etc/group corresponds to a posixGroup ob) eCLOf/ RFC2307

dn: cn=users,ou=Group,dc=Whitemice,dc=0rg
objectClass. posxGroup

RFC2307bis

objectClass: top dn: cn=users,ou=Group,dc=Whitemice,dc=Org
CN: users objectClass: posxGroup

userPassword: { CryptiX OR @bjectClass: top

gldNumber 100 ch: Users

memberUid: awilliam userPassword: { crypt} x

memberUid: mwilliam gidNumber: 100

memberUid: cn=Adam Williams,ou=People,dc-
memberl hid: cn=Michdle William<s ot 1=Peonl e |



= IpHost Object

- Anentry of

BN
P

27.0.0.1 localhost laptop01.whitemice.org laptopOl

\:‘;\‘iifii*’”” [c/hosts corresponds to an ipHost object of

T
DN
s e s s e s e GeEE———————
N
W\
NN
T

cn: laptop01
cn: laptopOl.whi



IpService Object

An entry:such of
jetdirect  9100/tcp laserjet hpl,
IN /etc/services corresponds to an ipService object of

dn: cn=jetdirect+ipServi ceProtocol =tcp,ou=Services,dc=Whitemice,dc=0rg
objectClass:. ipService

objectClass: top

IpServicePort: 9100

IpServiceProtocol . tcp

cn: jetdirect

cn: hpl,

cn: laserjet

description: |P service 9100 (jetdirect)



oncRpc Object

An entry of
fypxfrd 600100069 freebsd-ypxfrd
IN /etc/rpce corresponds to an oncRpc object of

dn: cn=fypxfrd,ou=Rpc,dc=Whitemice,dc=0rg
objectClass:. oncRpc

objectClass. top

description: RPC fypxfrd

oncRpcNumber: 600100069

cn: fypxfrd

cn: freebsd-ypxfrd

description: ONC RPC number 600100069 (fypxfrd)



IpProtocol Object

An entry of
pipe 131 PIPE # Private |P Encapsulation within IP
In /etc/protocols corresponds to an ipProtocol object of

dn: cn=pipe,ou=Protocols,dc=Whitemice,dc=0rg
objectClass: ipProtocol

objectClass: top

description: Protocol pipe

|pProtocolNumber: 131

cn: pipe

description: | P protocol 131 (pipe)



LDAP
(Bind & SRV
Records)



What 1s an SRV record?

Traditionally DNSisused to find the | P address corresponding to some
Name, or VICe VEr'sa. (A type A’ record).

The DNS MX record is used to locate the host that handles mail
(SMTP) for agiven hosthame or domain. Thismay or may not be the
same host that corrsponds to that | P address.

(One host may handiemaitestined, in name a least, for anumber of other hosts. DNSMX adso letsthe
adminsitrator specify severaliinai | recelving hostsin case one or more servers are down.)

DNS SRV records can be thought of as the next evolutionary step from
MX records. Whereas MX |ets you specify the SMTP host for a

domain, SRV lets you specify the hosts in adomain that process ANY
protocol.

|nstead of configuring N clientsto use 192.168.1.18 for IMAP, you
S| mpIy add an IMAP SRV record to your DNS host and clients discover

i Py T I Y A0 W off < B SRR [ WO KA, W e YO0 A A .



Contents Of An SRV Record

Service.Protocol.Domain TTL Class Priority Weight Port  Target

= { (44 0 T
/ / / /
/ - The TCP or UDP port the serviceslistens on.
/ '/ Used for load balancing. Hosts with equal priority
/ / ~~will be balanced at a rate proporional to their weight
/ / | Verses the sum of the wel ght of all matching records.
/ / A
/
- / / / Proceseed the same way as priority for an MX record the client must

/ X attempt the hostsin priority order, lowest first. Thisisa 16 bit value,

A / starting.from O.

/ ~ The standard DNS class val ue.
The standard DNS time-to-live val ue.

" The domain this record correspondsto.

The IANA protocol name; typically udp or tcp. Thisfield is case insensitive.

The IANA Service Name; |dap, imap, etc... Thisfieldiscase insensitive. Local values may be defined.




1123 vs. 2181

SRV protocol and service names typically begin with an underscore
character.

According to REC 1123 thefirst character of a DNS value must be either a
letter or adigit. By convention DNS names are ASCI|.

RFC 2181 statesthat a DNS value can be any binary string, and has no
neccesary relationship to ASCI1. The most common character set for DNS

valuesis UTF-8, aUnicode character set that is a superset of ASCII.

UNIX stalwarts bemoan this as aMicrosoft assult upon standards.

In actuality, since the Internet is global and all modern systems understand
Unicode (which isagood thing), RFC 2181 just makes good sense.



SRV records and bind

Very late versons of Bind 4, and all verison of Bind 8 &9 support SRV
records.

Some versions of Bind enforce RFC 1123, this can be disabled by

placing the ‘check-names ignore;' directive in the approriate stanza of
your /etc/named.conf file (or equivalent).

Y ou must run nsupdate
If you have a zone stanza such as - from a host permitted to

zone "whitemice.org" { odify the zone.
type master;
file "whitemice.org";

check-names ignore;
allow-update { 192.168.3.1/32; } ;

H

Y ou can load SRV records using the nsupdate command:
$ nsupdate
>update add _|dap._tcp.whitemice.org. 99999 SRV 0 0 389 estatel.whitemice.org.

N



SRV and nss Idap

0 use SRV records with LDAP your Dit must conform to the RFC
247 naming context. Example: dc=whitemice, dc=0rg

e eeds to be defined in /etc/Idap.conf for use by

I,

A\



Non-Conformists

pam_ldap

The current (as of RedHat 7.2) pam |dap modules from PADL to not
support resolving LDAP host location viaDNS SRV. Since, where
NSS LDAP is used PAM LDAP isamost always deployed, this
severaly limitsthe actual usefulness of DNS SRV at this point

OpenL DAP utilities

The ldap utilities seem.to still require a BASE directivein/
etc/openldap/ldap.conf, but do resolve the LDAP host using SRV
records. Thisannoyance can be worked around by setting the

L DAPBASE environment variable to the default base.

export LDAPBASE=hosthame | sed "s/\./,dc=/g" | cut -f2,3 -d","



LDAP
(Default
Referral)



Root Referrals

To configure with OpenL DAP's dapd to redirect clientsto this global root server, add the following
to your dapd.conf file:

referral |dap://root.openldap.org: 389

Other servers have smiliar configuration directives. Check your server document under "default" or
"superior" referral.
To allow your Internet (DC) style DNsto be located, you must add a DNS RR to your zone. For
"dc=example,dc=net" hosted at |dap://|dap.example.net:389, you would add the RR:

_ldap._tcp.example.net IN SRV 0 0 389 Idap.example.net.
After |oading the above, you should then be able to do:

% ldapsearch -R -b "dc=example,dc=net" -h root.openldap.org " (objectclass=*)"
This should return:

|dap_search: Partial results and referral received

additional info: Referral:

|dap://Idap.exampl e.net: 389
To configure with OpenL DAP dapd to redirect clientsto this global root server, add the following to
your dlapd.conf file:

referral |dap://root.openldap.org: 389



= Public SRV Records
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Loading Tip: Objectclass
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- Whenloading datainto any given DSA the objectclass

- aitributes should immediately follow the DN.

gnaen=Adam Williams,ou=People,dc=Whitemice,dc=0rg




Loading Tip: Normalize DN

The LDAP specification do not mandate that DSAsimplement DN
normalization, thereforeit isbest to noteload DN'sinto a DSA
which contain spurious spaces.

GOOD: dn:en=Adam Williams,ou=Peopl e,dc=Whitemice,dc=0rg
BAD: dn:en=Adam\Williams, ou=People, dc=Whitemice, dc=0Org

N N N

L DAP servers aso donot trim trailing whitespace of attribute
values.

GOOD: \n
BAD: cn: Adam Williams \n

VAVAVAN



Misc. Data Loading Tips

1. If aline startswith asingle space or atab it is considered to be

part of the preceding attribute.

2. |T aattribute value beginswith a
less than (<), colon (:), space or
contains an unprintable character the
value will be base64 encoded. When
directly displayed thiswill be

paragraph: Successis countest sweetest

by those who ne're succeed

to comprehend a nectar
requires sorest need.

Not one of al that purple host
who took the flag today

can tell the definition

so clear of victory

as he defeated dying

on whose forbidden ear

the distant strains of triumph break
agonized and clear

Indicated by a double colon after the attribute name.

userpasswd:: 2ec4fis8348d38dHG87ad8gh

JAVA

Programs requesting the value will receive the unencoded value.



Invalid Data

If, when trying to load an LDIF file into the DSA, you receive an
‘inavlid data message; check your LDIF file for the following problems:

1. Extraneous white space, escpecially following the values (trailing).
2. Improperly encoded characters, LDAPv3 uses UTF-8
3. Attributes with no values (empty values).

See http://www.openl dap.org/fag/data/cache/648.html



Non-English Data

If your data contains accented or non-englisn characters(?,? , ? &) you

will need to.convert your LDIF fileto UTF-8 before loading it into the
directory.

Most Linux distributions provide the iconv utility for this purpose (packaged
In glibc-common on the RedHat distribution).

iconv -f 150-8859-1 -t utf-8 filename.ldif > filename-utf-8.1dif

where 1s0-8859-1 (the default Linux 8-bit character set, ASCI| superset) isthe
source encoding and utf-8 isthe output encoding.

The encodings known to iconv can belisted with the iconv --list command.

Most encodings also have their own manual page if you need further

informatinn <Sich ac“man 1en QOE0O_1"



Binary Data

Some atiributes, |pegPhoto for example, are meant to contain binary data
which cannot be represented in an LDIF file in aconvenient way.

The “<” operator circumnavigates this problem, indicating that the value
for the specified attribute should be read from an external file.

JpegPhoto < file://[tmp/photo.jpeg

The above would load the contents of /tmp/photo.jpeg as the value of the
attribute jpegPhoto.

Binary data stored in the DSA Is presented to the command linetoolsin a
nase64 encoding. Processes accesing the DSA viathe APl will percieve
the datain itsoriginal form.



LDAP
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OpenLDAP Utlilities

ldapsearch Allows a user to submit arbitrary queriesto a
directory server.

ldapmodify Allowsauser to submit modificationsto adirectory.
ldapadd  Allows a user to add a new object to a directory.
|dapdelete Allowsa user to delete an object from adirectory.

ldapmodrdn  Allows a user to modify the distinguished named
of an object in adirectory.



LDIF

L DAP Directory Information File.

dn: uid=awilliam,ou=People,dc=whitemice,dc=0rg

uid: awilliam v Y

cn: Adam Williams Y First lineisa"dn".
objectClass: account Y

objectClass: posixA ccount  Colon seperated values.

objectClass: top

userPassword: {crypt} dL JOEr.9dNSww

loginShell: /bin/bash

uidNumber: 500

gidNumber: 100 A Blank line is the end of an operatior
homeDirectory: /home/a\Nllllam ~ (Operations are atomic.)

gecos: Adam Williafis With "changetype" you

dn: uid=awilliam,ou®People,de=whitemice,dc=org g?rggﬂf;f(fnmﬁype
h : |f
changetype: modify performed.

ImPassword: DEDBG6BA 7801B6C39613E9293942509F0

ntPassword: 371BFF26E250401744161832D144592A
smbHome: \mie\homedir I N€ LDIF file is a quas-standard way of storing

homeDrive: F directory information outside of the directory.



LDAP Queries

ldapsearch " (& (uid=awilliam)(objectclass=account))" cn uidnumber

A v v v
Operator Condition(s) Attributes
\ / A < ~toreturn.
ldapsearch.” (|(uid=awilliam)(objectclass=account))" =

cn
OperatorsMeaning OperatorsMeaning

& And == Appoximatey Equals
[E——CS T han
l  Not > Greater Than

() Group = Equals

M eta-attributes such as modifiersName, modifyTimestamp,
creatorsName, and createl limestamp must be requested by name.
(They are not returned by default.) Lastmod must be on or these

attributes do not exist.




= ldapsearch

-~ ldapsearch [options] [query] [attributes requested]

Options

0 {port. default = 389|}

XY <& QA (YY) )AL

|S executed as a query}
emporary files.



Requesting Attributes

|f you do not pass alist of requested attributes (delimited by white
space) to ldapsearch it requests all the non-operation attributes of all
matching objects. Thisisthe same behaviour asit you passed it the
attribute request string "*".

If you wishto see all operation attributes use the attribute string of
“+" Thiswilhreturn alist of only the operation attributes. If you
wish to see all of both the normal and operation attributes pass the
attribute string of "+ -".

The attribute strings of *'+", and "*" can be used in addition of listed
attribute names to customize the returned data. For example:
* modifytimestamp

The above would return al normal attributes and the operational
attribute modifytimestamp (and no other operation attributes).



ldapmodify / Idapadd

The |dapmodify and |dapadd utilites are used to modify or add to
the contents of the DIT (respectiviey). They offer basicaly all
the same optionsfor binding, etc... as |dapsearch.

The default behaviour of ldapmodify and Idapadd isto abort if an
error condition occurs. The -c option changes the behaviour,

allowing the commands to continue, ignoring error conditions.
Note: Operations onh an object are atomic, all operations on a single object
either succeed or fail as awhole.

Other Options
-M Enable the ManageDsal T control
-f {file}  Process LDIF file instead of standard in.
-n Show what would be done; but don't do anything.




ldapmodrdn

While the dn of an object is an attribute it cannot be modified viathe
|dapmodify command as it isthe key used by the LDAP API

idap modify(LDAP* |d, char* dn, LDAPMod* modg[]) function.
To modify the rdn of adn requires calling [dap modifyrdn2(L DAP*
\d, char* dn, char* newrdn), which is exactly what |dapmodrdn does.

Most of the.options available to Idapmodify (-n, -c, -M, €tc...) are
also availableto |dapmodrdn.

ldapmodrdn [ options] [[ -f file] |[ dnrdn]]

|dapmodrdn can processes a file composed of pairs of lines seperated
by one or more blank lines, for example:

cn=Adam William, ou=Peopl e,dc=\Whitemice,dc=0rg
cn=mailliw madA

Would change the RDN of the object specified in thefirst lineto that

ot fiod an tha eceecnnd 1 na



Binding with the utilities....

If your DSA does not permit anonymous queries, or you need
access to attributes not permitted to anonymous binds you need to
establish an authenticated bind. The |dapsearch, Idapmodify, and
|dapadd commands have severa optionsthat pertain to how thisis

performed.

-X Use Simple Authentication

-W Prompt for s mple authentication password.

-D {dn} DN with which to attempt an authenticated bind.
-w {secret} Password for authenticated bind.

-U {authid}  Authorization ID with which to attempt SASL.
-Z { mech} Select the specified SASL mechanism.

-I SASL interactive mode (prompt).

-Q SASL queit mode (do not prompt).



slapadd

slapadd is used to initially populate aDIT from an LDIF file. It creates
the database files, and dlapd should NOT be running while using
dapadd* .. Creating aDIT with dapadd is much faster than loading it
via ldapadd-to dapd.

Options
| {file} Fl‘e to rg, !gau‘t IS Stan!ar! In.

-n# The database to |oad, since multiple
databases can be defined in slapd.conf, -n
permits the selection of the first, second,
etc... defined database.

-f{file}  Specify aconfiguration file other than
the default dapd.conf

Continuous operation, be default slapadd

c abortsif it encounters an error.

E: Debugging level. * Thisisno longer true as of Open -
LDAP 2.1.4, dapadd may be used on
arunning back-bdb DSA.



slapcat

dapcat i1sthe functional opposite of slapadd. It reads the database
files directly and produces LDIF output. By default the LDIF
information iswritten to standard out unless afile is specified

with the -I option. Note: The -l option specifies a destination file with
slapcat, Whereas it specified an input file with slapadd.

slapd should-be disabled or switched to read-only operation while
the slapcat operation is performed.

L DIF isthe recommended way to backup to DIT asit avoids
database library version issues should the DSA software be
upgraded or modified in.addition to the fact that errors within the
L DIF can be corrected with any text editor.

dapcat processesthe al of the same command line options as
dapadd (-n, -c, €tc...).



LDAP
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ldapdiff
(http://webtomware.rhoen.de/)

Idapdiff compares the contents of arunning LDAP version 3 DIT
with the contents of an LDIF file. Idapdiff produces deltaLDIF
filesthat in conjunction with |dapdel ete, |dapmodify, and
ldapadd.can bring the DIT into sync with the contents of the

LDIF file.

rhoen.de
IN-Kompetent e.V.



HAD

Hyperactive Directory Administrator
(http://hww3.riverweb.com/hdadmin/)



KDE Directory Administrator

(http://www.carillonis.com/kdiradm/)

KDE Directory Administrator isthe equivalent of GNOME's gg (including
schema browsei ng)

except that is does Sy
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:Jr“"i hagt=nucphu, aushoets, de=geblah.di=dryg

Or SSL ’ w a| I _ _tl '-.':-':;'- 'I' -;m.. 2::'&._11 orrEnEng i L_'I !:'..;__ sers, comdeatan, dome gL — |
communication with J'w-m .A—
the DSA is performed nre ,:L.:l

In clear text. Yoot ‘desseistion  List and Beckp Server

R Erke Ry dstitEn_ ong
-|1r='h = lawe _.T
-! diztr o0k on pobcto dotion LY AL e
raztricted

Br=irfumd hktp: Y ralnfoosl, mome

i desien adwicBbreirlood. oos

I

.1

l neo™
I

|

(TR T | r




Directory Administrator

(http://www.usm.edu.ec/~amadorm/directoryadmin/)

Directory Administrator isa GNOME application used to
specifially manage the POSI X user/group objectsinaDIT

Thisincludes adding and removing both users and groups, group
membershi p management, password policies, password changes as
well as extended inetOrgPerson information and mail attributes.
- Directory Administrator also

| supports assigning per host login
privilages based upon the host
attribute of the account objectclass
defined in cosine.

Support for both RFC2307 and
RFC2307bis group membership.




Directory Administrator

(Screenshots)
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Itself to integrate a small
network with LDAP. Even the
mere user could be easlly
trained to use this application.




LDAP Browser / Editor

(http://lwww.lit.edu/~gawojar/ldap/)

LDAP Browser / Editor isaJava(version 1.2.2 or greater ) LDAP client that
works on Win32 and UNIX/Linux platforms.

The client can operate as a stand-alone application or asasigned or unsigned
Supports
web broweser applett.

'E:. FAL Hhinseser'd diten ¥ | < [Idnpe S dneond es net HEEA—Lakebiasn-H i | E * SSL
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odb2Idif

(http://uslinux.net/scripts/)

pdb2ldif isaperl script used to sync Pam PDB address book files
with an LDAP server.

‘ U Linux Networks, LLC
& Linagx implemantarion and intagration S’ps--crnﬂsrs




LDIF To VCard

http://www.pawebworld.com/~barninger/ldif to vcard.html

A smple Perl script for converting LDIF files (particularly those
generated by Netscape) to VCard format for use with rolodex type
applications such asthe GNOME Card.

This utility requires perl-ldap (http://perl-ldap.sourceforge.net/) and the
Convert::ANSI modules to be ingtalled on the system.

The utility will process MS-DOS style text files and handlesthe first

name, last name, and e-mail attributes as well as home, work, and cell
phone numbers.



ISPMan: Schema Editor

Avallable at - http://www.ispman.org/schemal/editor/

| SPMan: Schema Editor can parse LDAP verson 3 (OpenLDAP
version 2.x) schemafiles and present them as browseable

Information. »Schemals can also be defined an exported as
compliant files.

What is|SPMan?
: === |SPManisadistributed system to manage
components of |SP from a central management
= interface. These components run accross
Casichisip bt s ___-'-'-f_,-; frontend and backend servers.

chemz, http://www.ispman.org

Tk . 5 Py —
P B 1 1 it Bl B O 15




CPU

(http://cpu.sourceforge.net/)

The CPU project provides replacements for the BSD style useradd / usermod /
userdel andgroupadd / groupmod / groupdel management utilities. These

utilites also alow easy management of the shadow password related attributes.
From the cpu manual page

-b  Thisisthe base to add userste, takes the form of o=dbasaiv.net,c=us. If specified here, the entry in the config fileis ignored.
-c  The gecos comment for the users LDAP entry

-d  root of home directory

-D  Bind DN [ required if not specified in config file]

-f config file [ if /etc/cpu.cfg Is not found thisis required for all operations ]

-F  Usersfirst name, this will populate the givenname attribute and be combined with -L (lasthame) to create the Common Name

-g  Group ID [ integer, required if name not found.in password_file]

-H Hash to use[ string, options are crypt shasmd5 and ssha |

-k Skeleton Directory [ not required, desired. Can by defined by skel_directory in config file or command line switch |

-L  Userslast name. This will populate the sn attribute and. be combined with the first name to create the common name (cn)
-m  Make home directory [ Used in conjunction with - name, home root, and skeleton directory |

-M  Thisshould probably be the users email address. Defaults to username@

-p  User password [ required for non-interactive use |

-P User Password [ prompts for user password |

-r Remove home directory. Only used for userdel

-s  shdl [ required if not defined by default_shell in config_file ]

Q Chardmin Dacanrninrd  +alra nacaninard froarm fila ecnacifind vy dhadAaw, Filaitmn ~Anfia filAa



LDAPULIIS

(http://fanying.fanying.com/projects/ldaputils.html)

L DAPUtIIsisasmall collection of Perl5 scriptsfor syncing multiple
OpenL DAP 2.0.x.D SAswith each other or flat files.

From the L DAPUtIIs website

pass2ldap - syncsflat files user account information to multiple |dap servers
|dap2pass - syncs entriesfrom an ldap server to flat files

ldapsync - syncsall entries from amaster |dap server to multiple Idap dave servers




WEE

(http://www.mnot.net/wallal/)



squid |dap_ auth

(http://[sourceforge.net/projects/c-note/)

squid./dap auth providesthe ability for the popular and high
performance Squid HTTP and FTP caching proxy server
(http://www .squid-cache.org) to authenticate clientsto and LDAP
directory or Novell eDirectory.

/etc/squid/squid.conf
authenticate program fusr/local/bin/ldap auth.wrapper

/usr/local/bin/ldap auth.wrapper
#!/bin/sh
exec /usr/local/bin/ldap_auth littleboy 389 "o=Morrison Industries, c=US" uid




mod_auth_Idap

(http://nona.net/software/ldap/)
med auth |dap providesthe ability for the popular Apache

(http://www.apache.org) web and web application server to
authenticate users against an LDARP directory. The module supports
clear text; crypted, and scheme encrypted passwords. mod auth |dap
IS included in most recent Linux distributions.

[etc/httpd/httpd.conf

L oadModule auth Idap module modules/mod_auth_Idap.so

... withing a Directory clause. . .

AuthLDAPURL ldap://192.168.1.9:389/0=Morrison Industries ,c=US?uid

An example .htaccess entry

<Files call to cis.php>

AuthType Basic

AuthName "intranet"

AuthLDAPURL |dap:/littleboy:389/0=M orrison Industries ,c=US?uid
require group cn=cis,ou=Groups,o=Morrison Industries,c=US




ldap?2nis

(http://Idapconsole.sourceforge.net)

ldap2nisisasmall C utility that reads and LDAP directory and
outputs the data in the manner expected by makedbm. Thisis
useful for publishing user and group information from an LDAP
directory te |egacy hosts that do not support LDAP but probably
support NIS.

Building a group map from LDAP

|dap2nis -mapkey gidnumber -minkey gidnumber -minval 0\
-objectclass posixgroup -host littleboy \
-basedn "o=Morrison Industries, c=US" \
-map "cn,userpassword,gidnumber,memberuid” |\
[usr/lib/yp/makedbm -I /ete/group -m littleboy \
-0 morrison - group.bygid




Gnarw]|

(http://www.oss.billiton.de/software.shtml)

From the Gnarw| website:

Gnarw! 1san email autoresponder. Unlike the origina vacation(1) program,
gnarw! I1sbased on:.L DAP. Traditionally you had to give every user, who wanted
to use autoreply facilities full fledged system accounts (trusting them to set their
forwarding up properly, cursing when they didn't). With gnarw! thisis history.
User information is now stored in LDAP. Thats right, no more messing around
with system accounts or homedirs for users who just want their email working,
but don't care to fuss around with shell commands.

Use of this application requires.the installtion of the billtron.schema
fileinto your DSA. Thisschemais provided at the above site.



SYMPA Sympa

http://www.sympa.org/

~Sympais a sophistcated mail-list package featuring:
*Internationized and multi-lingual
= English, French, Spanish, German, Hungarian, Italian, Polish, Finnish, Chinese
*Modular authenti cation subsystem
= |ncluding authorized accessto mail list archives
~Each list can have ashared and authenticated web space for uploading

files, etc...
~Subscriber list can be extracted from either an RDBMS or LDAP DSA.
*Fully MIME aware Configuration entry to

» Including digest generation and archives. _ 0ad membersfrom a DA
“Web Administration interface ez e Gl

AL : host Idap.cru.fr

~User subscription control interface e
~Supports multiple MDAS filter (objectclass=newpilotperson)

» Sendmail attrs mail

= Postfix select first
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MaxWare Directory Explorer
Version 3

The Maxware Directory
I e ol Titl=liny! . .
Em e e Explorer isafree-as-in-
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i .’ : "'“f-"*‘ T e conventional filesystem
hierarchy or the Network
Neighborhood.

http://www.maxware.com/frames.htm?2page=/products/mde/download.htm

Platforms; \\/1n9x, - WinY 2k,



- . MaxWare Directory Explorer
Version 4

ON-FREE PRODUCT
IN9X, WINNT, WinY 2k, WinXP



LDAP Browser/Editor

The LDAP Browser/Editor provides a user-friendly Windows
Explorer-like interface to LDAP directories with tightly

» Binary Values
* Olppeaif bl ates

integrated browsing and editing capabilities. It is entirely written !:eatures_
in Javawith the help of the JFC (SwingSet) and JNDI class * Multiple Session
libraries. It connectsto LDAP v2 and v3 servers. * LDAPV3
http://www-unix.mcs.anl.gov/~gawor/ldap/ ¢ referrals
o I DAL Hunwzrrd dibn ¥5* 1L+ [Iebnpe Zéddoeond es nek G0 —Lilahis roH ' | ®
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ActiveX LDAP Client

http://www.polonia-online.com/ldap/

“The ActiveX LDAP client runson 11S 4, 5 and 6. Supported platforms are
limited to Windows 2000 Professonal and Server, and Windows XP Home

and Professiondl .

Workswith Active X
containersfor -
Supports X.500, LDAPv2, and LDAPv3 * Visua Basic
but no support for SSL. e C++

* Active Server Pages

‘aloniz Unline
ActiveX LDAP Client

THISISA COMMERCIAL NON-FREE PRODUCT

Platforms: \WinY 2k,



pGina

http://pgina.cs.plu.edu/index.html

Windows NT, 2000, and XP provide only one method of authenticating

userlogins,. unlike the modular PAM subsystem used by most Open
Source and UNI X operating systems.

pPGina addresses this by creating plugin authentication modules for recent
Microsoft Windows platforms, including amodulefor LDAP
authentication.

+ Unicode support

+ Full 2000 & XP Support

» Automatically create |ocal
accounts for authenticated users







saslauthd

saslauthd is a stand alone daemon used by SASL 2 to verify PLAIN
authentication attempts.

Since saslauthd moves al authentication logic out of the address space of
the client application or service it isthe recommended method for
performing PLAIN verification.

Communication between the client application/service and sasauthd isvia
a named socket (usually Avar/run/saslauthd/mux) where the client presents
atriple and sasl authd merely. returns a positive or negative response.

sad authd isusually started as a service when a system-ent?rs mulﬁ -User

mMnnao

Mall Cyrus !

|authd
Client IMAP /var/run/saslauthd/mux Saslau L DAP
| |




saslauthd Options
sadauthd -a authmech {-Tv} {-O option} {-m mux_path} {-n threads}

« -a authmech isthe only required parameter. This specifies the method
used by sasiauthd to verify triples.
« getpwent — This method uses the libc getpwent() call, usually verifying
the user against the contents of the /etc/passwd file.
+ kerberos4 — This method authenitcates against the local Kerberos 4
realm.

+ Due to caveats presented by the Kerberos 4 libraries this method is quite inefficient.

« kerbeross — Authenticates against the local Kerberos 5 ream.
« pam — Uses alocally defined PAM stack to perform verification.
¢+ rimap — Attemptsto login to aremote IMAP server, successor falure
of that login determines the result returned to the client.
+ The -O option Is used to specify the IMAP server used for
verification.



saslauthd Options

saslauthel -a authmech {-Tv} {-O option} {-m mux_path} {-n threads}

+ shadow —A uthenitcates against the system's shadow password file
using the getspnam() and getuserpw() routines.

+ On platforms which support login time constraints in /etc/shadow the
-1 option enables the enforcement of those constraints.

+ saddb — Authenticates against the contents of a SASL 2 secretsfile.

« Thismethod Is often disabled at compile time for sadauthd. Y ou
probably want to usedithe sasldb auxprop plugin, and not sasauthd in
this case.

+ |dap — Authenticates against an LDAPv3 (OpenLDAP 2.0.x or greater)

DSA.

+ The -O option can be used to specify the location of the LDAP
options file, the saslauthd.conf file is used by default.



saslauthd Options
sadauthd -a authmech {-Tv} {-O option} {-m mux_path} {-n threads}

« {- TV} enablesthe enforcement of time based logon congtraints if the
requested mechanism supports them.
«{-O option;} Isused to pass additiona parametersto the requested
mechanism such as host names, configuration file locations, etc...
« {-m mux_path} definesthe socket on which saslauthd will listend for
authentication requestes.
+ Default is/var/run/saslauthd/mux
« {-n threads} determinesthe number of authorization threads saslauthd will
keep running to handle requests.
+ Each thread can only processone request at atime, if all threads are
busy the authentication request will block, and may fail due to time out.
+ The recommendation IS to run 1.5 times as many threads as the number
of connections to the services utilizing saslauthd receive during a busy
period.



RedHat's saslauthd

The RedHat Cyrus SASL RPM ingtalls a saslauthd service script in the/
etc/re.d/init.d directory. Thisenablesthe sasauthd daemon to be
controlled with the standard service command and to be enabled or

disabled for various runlevels using the chkconfig command.
# service sadlauthd start

Starting sad authd: [ OK ]

# service saslauthd .

Stiir;;fg mﬂhd:%p [ OK ] The default mechanism for RedHat's

# chkconfig --level 3 saslauthd on sad authd is shadow, with asingle

# chkconfig --level 3 saslauthd off thread and the default socket path.
The defaults for the RedHat

sad authd service can be modified
by creating an executable file called

/etc/sysconfig/saslauthd and [etc/sysconfig/sad authd
defining the variables SOCKET, MECH="1dap”
MECH, and FLAGS. SOCK ET="/var/run/sas authd/mux”

FLAGS="-n 15 -0 /etc/sad authd.conf”



saslauthd -a ldap
sadauthd -aldap -O /etc/saslauthd.conf -n 15

When using the saslauthd with the |dap mechanisms a configuration file
has to be specified viathe -O parameter.

The default path for the saslauthd.conf file for RedHat's saslauthd is not
documented, so It should be specified explicity in the FLAGS value
defined in /etc/sysconfig/sad authd.

The saslauthd.conf file must contain at least aldap serversdirective.

LDAP related saslauthd.conf directives

» |dap servers. ldap uri  ldap urt, Idap uri  Idap uri
« Multiple URIs may be listed, delimited by white space.
+ Example—ldap_servers: |dap://Idap.whitemice.org/



saslauthd -a ldap

LDAP related sad authd.conf directives
¢ ldap bind dn: dn
+ The default isto bind anonymously.
+ |dap _bind pw: {string}
+ Thedefault isNULL.
« If aldap _bind dn thisisthe corresponding secret for binding with the
DSA.
+|dap _version: { 2|3}
« Determines the level of.L. DAP protocol used to communicate with the
DSA.
+ Default isLDAP version 3.
+ |dap_timeout: #
+ The timeout for each LDAP search.
+ Default is5 seconds.



saslauthd -a ldap

* LDAP related sad authd.conf directives
¢ [dap deref: string
+ Default.is never
+ Determines how aliases object are handled
+ Possible values are: search, find, always, never
« |dap_referrals-string
+ Default is“no”
+ Determines whether referrals are chased.
+ Possible valuesare: “yes’ and “no”
+ |dap_redart: string
+ Default is*yes’
+ Determines whether LDAP operations with the DSA will be
restartedif an abnormal termination occurs.
+ Possible valuesare “yes’ and “no'.



saslauthd -a ldap

« L DAP.related sadauthd.conf directives
« |dap Cache ttl: #
« Default isO.
« Thisvalue determines how long entrieswill live in the LDAP client
cache, values exceeding this age (in seconds) are expunged from the
cache.
+ A value of zero disablesthe LDAP client cache.
+ Client caching with-OpenL DAP is still considered expiremental.
+ |dap_cache mem: #

« Default isO.

+ Thisvalues determines the s ze of the LDAP client cache in bytes.
+ |dap_scope: string

+ Default valueis “sub”.

+ This value determines the L DAP scope used for queries sent to the
DSA.

+ Possible values are “sub”, “one’, and “base’; these correspond to the



saslauthd -a ldap

* LDAP related sad authd.conf directives
« |ldap _search base: <none>
« ldap_auth, method: <bind> <bind|custom>
« |dap_filter: <uid=%u>
- |dap_debug: <0>
+ |dap _tls check peer: <no> <yesino>
+ ldap _tls cacert file: <none>
+ |dap _tls cacert dir: <none>
« |dap_tls ciphers. <DEFAULT>
+ |dap _tls cert: <none>



LDAP
‘Sendmail)



m4. LDAPDefaultSpec

Thefirst m4 value to define when configuring a LDAP enabled
sendmail MDA isconfLDAP DEFAULT_ SPEC. Thisvaue
designates the L DAP connection configuration used by later
LDAP related directives.

define(" confLDAP. DEFAULT_SPEC', -h"estatel" -d"dc=Whitemice,dc=0rg"’)

Parameters.
-h {host n ame} -p {port} -d { base dn}

The default port istypically is 389.



LDAP Mail Routing

(draft-lachman-laser-ldap-mail-routing-02.txt)

§ quasi-standard exists for using LDAP directories to control
E routing and address re-writing

dn: ei=Ablam Williams, ou=People, dc=Whitemice, g
pjectelass hnetl ocal Mail Reci pient Addresses for
L ocalAddress. awilliam@whitemice.org this account.

| ocalAddress. abuse@whitemice.org
iIL ocal Addresspawilliam@estatel.whitemice.org

.........

SMTP Hog et

for address.

addressto...




m4. LDAPROUTE _DOMAIN

The m4 sendmail configuration directive -
LDAPROUTE_DOMAIN(‘whitemice.org’)

enablex LDAP based mail routing for the specifiec domain. This

directive may occur as many times as reguired to specify all the domains

handled by the MDA.

With LDAP mail routing the MDA will process incoming messages by
searching for user@whitemice.org and if that fails, whitemice.org. If
both these searches fall the'default action isto process the mail message
normally.

The LDAPROUTE_DOMAIN directive depends upon the proper
definition of the confLDAP_DEFAULT SPEC directive.



m4. LDAPROUTE _DOMAIN

The behaviour of the LDAPROUTE_DOMAIN directive can be
customized by specifying a configuration line as -
FEATURE( Idap _routing', mailHost, mailRoutingAddress, bounce)

If you do not specify this directve the following defaults apply -
mailHost:

|dap -1 -v mailHost

-k (& (objectClass=inetL ocal M ail Recipient)(mail L ocal A ddress=%0))

mallRoutingAddress.
|dap -1 -v mailRoutingAddress
-k (& (objectClass=inetL ocalMailRecipient)(mail L ocal Address=%0))

If the bounce parameter Is specified as any value other than 'passthru’ it
will cause map lookup failuresto cause to result in a MDA bounce.



m4. LDAPROUTE _DOMAIN

The results of the mailHost and mailRouting address are combined
and sendmail determines the action to perform based upon the rule
set iHustrated below.

Value of Value of
mailHost mailRoutingAddress
local set Mail is delivered to mailRoutingAddress

local null Mail is delivered to the origianl address

remote set 1.) Address rewritten to mailRoutingAddress
2.) Mail is relayed to mailHost

remote null Mail is relayed to mailHost

Action(s) Performed

null set 1.{ Address rewritten to mailRoutingAddress

2.

null null If the value of bounce is passthru or null the
mail is delivered normally, otherwise it is
bounced with an unknown user error.

Mail is delivered normally

Where local is a hosthame contained in the {w} class.

Note: MX record values do apply to the delivery to amailHost.



. DAP Mail Routing + sendmail

Thesmplest way to use LDAP mail routing isto defineit in the M4
file used to generate the config (sendmail.cf) file, thisisavailable
from most any current sendmail-cf package (including RedHat).

FEATURE(ldap _routing)

LDAPROUTE DOMA IN("morrison.iserv.net')

L DAPROUTE DOMAWN("morrison-ind.com’)

LDAPROUTE DOMAIN( gearheadcareers,com’)

LDAPROUTE_DOMAIN( cisco-inc.com’)

LDAPROUTE_DOMAIN( mor-value.com’)

LDAPROUTE_DOMAIN( localdomain’)

LDAPROUTE_DOMAIN( localhost')

define( confLDAP_DEFAULT SPEC!, -h"littleboy" -d"o=Morrison Industries, c=US"")

This determines that LDAP routing will be used for the listed
domains. Thelast line statesthe default LDAP server host and
the default search base.



RFC822

rfc822 defines a the concept of e-mail aliases used by sendmail. This
functionality was brought to LDAP by RFC2307, in the form of the
nisMailAlias object class. This schema is supported by most current mail
delivery agents.

Example

dn: cn=Ainur,0=Sitmarillion,c=ME

cn: Ainur

objectclass. nisMailAlias
rfc822mallmember: manwe@ainur.org
rfc822mailmember: yavanna@ainur.org
rfc822mailmember: orome@ainur.org
rfc822mallmember: ulmo@ainur.org
rfc822mailmember: melkor@ainur.org




rfc822 + sendmail

Most distributions ship with a sendmail binary that islinked against the
L DAP libraries (including RedHat).

Telling sendmail to use a sequence makes sendmail search Idap aliasin
addition to the standard /etc/aliasesfile -

O AliasFile=/etc/aliases,sequence:ldap alias

Define the sequence to return the rfc822mailmember attribute values as a
common delimited list -

Kldap aliasldap -z, -v rfc822mailmember. -k (& (objectClass=nisMailAlias)(cn=%0))

Y ou should define the default LDAP server host and default
search base in the M4 files used to generate sendmail .cf.



LDAP + sendmail

You can also define arbitrary LDAP lookups for things like generic
address trand ations, virtual users, or mailer tables.

FEATURE( genericstable, Idap -1 -v mail -k (& (objectClass=person)(uid=%0))")

The above M4 declaration defines the genericstable asan LDAP
lookup that searches for the uid and returns the mail attribute.

The genericstable isthe standard sendmail way of rewriting outbound
e-mail addresses, so the above changes any outbound address from
uid to the contents of the mail attribute of the object containing a
matching uid attribute and an objectclass of person.



LDAP SMTP Access Control

One example of the use of "arbitrary" LDAP connectivity to
enhance the functionality of sendmail isto replaces the accessfile
traditionally used to rgect, deny, or allow various domain names
from using aSMTP server.

By replacing ...

Kaccess hash /etc/mail/access
in /etc/sendmail.cf with ...

Kaccess ldap -1 -v morrisonmailaccesslevel -k (&
(objectClass=morrisonmailaccess)(morrisonmail accesscriteria=%0))

sendmail can be configured to look into the DIT for domains and

hosts that are to be granted the various level s of access.
NOTE: The above configuration file entry resides entirely on onelinein the
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LDAP SMTP Access Control

cn=Allow SMTP Relay,ou=Access Control ,ou=Electronic Mail,0=Morrison Industries,c=US
objectClass=morrisonmailaccess
morrisonmailaccessevel=RELAY

ch=Allow SMTP Relay Example LDAP objects
morr@sonmajlacc&sscr?ter?azmie used to rep| aces the
morrisonmail accesscriteria=barracuda e .
morrisonmai l accesscriteri a=littl eboy traditional sendmail
morrisonmail accesscriteria=firewadll access fi | e.

morrisonmailaccesscriteria=mail.morrison.iserv.net
morrisonmailaceesscriteria=loca host
morrisonmailaccesscriteria=loca host.locadomain
morrisonmailaccesseriteria=127.0.0.1

cn=Regect SM TP,ou=Access Control ,ou=Electronic Mail, 0=Morrison Industries,c=US
obj ectClass=morrisonmailaccess

morrisonmailaccessevel=REJECT

cn=Rgect SMTP

morrisonmailaccesscriteria=smartbri ef .rsvp0.net

cn=Discard SMTP,ou=Access Control,ou=Electronic Mail,o=Morrison Industries,c=US
obj ectClass=morrisonmailaccess

morrisonmailaccess evel=DISCARD

cn=Discard SMTP

morrisonmail accesscriteria=pink4free.com



LDAP SMTP Access Control

attributetype ( 1.3.6.1.4.1.6921.2.23

NAM E 'morrisonmailaccesscriteria The schema entries used to
DESC 'A sendmail relay match string’ i I :
EQUALITY caselgnoreMatch facilitate th_e elimination of
SUBSTR casel gnoreSubstringsMatch the accessfile.

SYNTAX 1.3.6.1.4.1.1466.115.121.1.15{ 256} )

attributetype( 1.3.6.1.4.1.6921.2.24
NAME ‘morrisonmailaccesseve’
DESC 'sendmail relay accesslevel: RELAY, REJECT, DISCARD'
EQUALITY caselgnoreMatch
SUBSTR caselgnoreSubstringsMatch
SYNTAX 1.3.6.1.4.1.1466.115.121.1.15{10} )

objectclass(1.3.6.1.4.1.6921.1.9
NAME 'morrisonmailaccess
DESC 'Morrison SMTP Access Control'
STRUCTURAL
MAY ( cn $ morrisonmailaccesseriteria$ morrisonmailaccesseve )

)






= sendmallMTACIluster
;pe( 1.3.6.1.4.1.6152.10.3.1.10

- NAME "'sendmalMTACluster’
Eﬂer name associ ated with a set of MTAS
ffffff Y caselgnorel ASMatch
*********** ol gnorel A5SubstringsMatch




= sendmaillMTAHost
;pe( 1.3.6.1.4.1.6152.10.3.1.11

5 'sendmallM TAHog'
Eost name associated with aMTA cluster

4.1.1466.115.121.1.26{ 256} )



sendmailMTA

- objectclass (1.3.6.1.4.1.6152.10.3.2.10
g sendmailMTA'
TRUCTURAL

=imall MTA definition'
MAY (sendmailMTACluster $ sendmaillMTAHost $ Description ) )



= sendmailMTAKey
~ attributetype ( 1.3.6.1.4.1.6152.10.3.1.13

NAME 'sendmallMTAKey'
%key (left hand side) of an aliases or map entry"
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sendmaillMTAMapName

e(1.3.6.1.4.1.6152.10.3.1.14
'sendmallM TAMapName

~ DESC identifier for the particular map
; casel gnoreMatch

SYNTAX 1.3.6.1.4.1.1466.115.121.1.15{ 128} SINGLE-VALUE)



NAME 'sendmail M TAM apValue

- —DESEalue (right hand side) of amap entry"



= sendmailMTAMap

objectclass (1.3.6.1.4.1.6152.10.3.2.11
- NAME 'sendmal MTAMap

VIO . f,,,*'fﬁ::,!
endmailM TACluster $ sendmaillMTAHost $ Description ) )



sendmallMTAMapODbject

objectclass ( 1.3.6.1.4.1.6152.10.3.2.12
NAME 'sendmalMTAMapObject’
SUP sendmallMTAMap STRUCTURAL
DESC ‘Sendmail MTA map object’
MUST ( sendmalMTAMapName $
sendmailMTAKey $
sendmallM TAMapVaue)
MAY ( sendmailMTACluster $
sendmallMTAHost-$ Description ) )



sendmailMTAAllasGrouping &

sendmallMTAAliasValue

attributetype ( 1.3.6.1.4.1.6152.10.3.1.18
NAME ‘'sendmallMTAAliasGrouping
DESC "'name that identifies a particular aliases grouping'
EQUALITY caselgnoreMatch
SUBSTR caselgnoreSubstringsMatch
SYNTAX 1.3.6.1:4.1.1466.115.121.1.26{ 256} )

attributetype ( 1.3.6.1.4.1.6152.10.3.1.20
NAME 'sendmailMTAAliasVaue
DESC 'value (right hand side) of an dlias
EQUALITY caselgnoreMatch
SYNTAX 1.3.6.1.4.1.1466.115.121.1.15)
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sendmaillMTAAlIas

(1.3.6.1.4.1.6152.10.3.2.13
sendmallMTAAllas'
mallMTA STRUCTURAL
DESC 'Sendmail MTA alias definition’
MAY ( sendmailMTAAIliasGrouping $
ndmallMT ACluster $ sendmallMTAHost $ Description ) )




sendmaillMTAAliasObject

bjectcle SS ( 1.3.6.1.4.1.6152 10.3.2.14



sendmallMTAClassName &

sendmallMTAClassValue
attributetype ( 1.3.6.1.4.1.6152.10.3.1.22

NAME 'sendmailMTAClassName

DESC ‘identifier for the class

EQUALITY\caselgnoreMatch

SYNTAX 1.3.6.1.4.1.1466.115.121.1.15{ 128} SINGLE-VALUE)

attributetype ( 1.3.6.1.4.1.6152.10.3.1.23
NAME 'sendmailMTAClassVaue
DESC 'member of aclass
EQUALITY caselgnoreMatch
SYNTAX 1.3.6.1.4.1.1466.115.121.1.15)



EﬁlmalMTA STRUCTURAL
~ DESC ‘Sendmail MTA classdefinition'

- MUSIT (senc alMTAClassName $ sendmaillMTAClassVaue)
~ MAY (‘sendmailMTACluster $ sendmailM TAHost $ Description )




Installing GNARWL

GNARWL inan LDAP powered utility for providing vacation functionality to
userson an L DAP enabled mail server.

Prior to installation the administrator should create an account under whose security
GNARWL will operate. GNARWL should not run asa superuser or highly privilaged
account.

In order to build correctly

The initill GNARWL ingtallation - on RedHat one hasto add
tar -xzvf gnarwl-{ version}..tar.gz -llber to the LFLAGS line
cd gnarwl-{ version} of the Makefile.

make

mkdir /var/lib/gnawrl

Install -o gnarwl -m 755 -d /var/lib/gnarwl/db
Install -0 gnarwl -s-m 755 gnarwl /usr/local/bin
install -o gnarwl -m 400 doc/gnarwil.cfg /etc/
Install -0 gnarwl -m 400 doc/blacklist.txt /var/lib/gnarwil



Configuring GNARWL

etc/gnarwl.crg
|dap_server localhost
ldap_port 389
|dap_scope sub

Standard L DAP connectivity directives

Bind dn and password for GNARWL,

Idap:ui d / leave blank for anonymous bind.
|ldap _pwd

Standard LDAP search directives

ldap _base o=my_organization <

ldap_filter (& (mail=%s)(vacationActive=TRUE))
|dap_vacation_message vacationl nfo<— Attributes to use for vacation information,
ldap_vacation begin vacationStay provided by the '

|dap_vacation end vacationEnd
db_dir /var/lib/gnarw

Database directives
(explained in subsequent dides)

db_expire 48
mall_mta /usr/lib/sendmall

| gnore messages with more than
this number of recipients.

containsalist
of emall

mail_limit 256
bl flle/varlllb/narwl/blackllatxt

addressesto
completaly i




- GNARWL Integration







LDAP
(Samba
PDC)

This information now exclusively applies to Samba 2.2.3a and later. Samba has supported
the LDAP backend since 2.2.1a (with patches) but the schema and operation have changed
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- ou=SystemAGEOHiAs cic=\V hitemice,dc=Org
ntsand ‘service UNIX accounts
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The Samba Schema

By default the Samba RPM drops the schema used by the Samba daemon
In /usr/share/doc/samba-2.2.3a/exampl es/L DA P/samba.schema.

Copy this schema file to /etc/openldap/schema and modify the
OpenL DAP configuration file (slapd.conf) to include thisfile. Then
restrart dapd.

Version of Samba prior to2.2.3 defined a displayName attribute which
was in conflict with the inetorgperson schema. Since both of these
Indicate a friendly display name you can safely remove this entry from
samba.schema.

The Samba project usesthe OID SPACE 1.3.1.5.1.4.1.7165.2.1.x for
attributetypesand 1.3.1.5.1.4.1.7165.2.2.x objectclasses.



lglobals]

Y es, Sambamust use encrypted passwords in order to function asaPDC. If you
ask on the Samballistsif this can be avoided we wish you al the flamesyou have

coming to you for asking a question that has been posted far too often.
encrypt passwerds = yes

domain logons=yes

domain admin group w
printer admin = @cis ' . . _
| dap server = littlepoy — 'Standard' LDAP client information

|dap port = 389 / /
|dap suffix = de=Whitemicedc=0rg

|dap admin dag ch=Managerdc—\/\Vhitemice,dc=0rg

— Posix group of administrators.

ldap s3l = no ﬁ Whether or not to encrypt communications

|dap root passwd = between the PDC and the LDAP services.
You can place the LDAP If these are not on the same host it is almost
Manager password herein certainly a requirement that this be enabled.

clear text or storeit in the
tdb database.






The Admin And His Secrets

Since the SAM isstored in the LDAP DSA the Samba daemon
processes need the ability to modify their respective portions of the
Dit.

Y ou can either provide Samba with the Manager DN and password or
construct a usernwith ability to modify sambaAccount attributes and
Most posiXAccount attributes.

This account also needs to be able to create objects wherever in the
Dit you intend to store Machine account information.

If you do not wish to the store the password for Samba's LDAP
connection in /etc/samba/smb.conf (you dont) you can store it in the tdb
database using the following command:

amhbhnaan/d -w f nacanardl



uids, gids, and rids

UNIX operating systems and its derivatives/ clones uniquely
identify a user viaan integer uid (usually 16 bit) and groups viaan
integer-gid (usually 16 bit). These are independent name spaces.

Current Microsoft operating systems uniquely identify user and
groups viaaVvalue known asaRID, an integer value typically
expressed in hexidecimal. Users and Groups exists in asingle name

space.

Samba maps UNIX uids and gidsto RIDs using the following
formulae: rid = 2(uid) +1000 rid = 2(gid) + 1001

It is advisable to keep the UN*X uid/gid name space unified.
|.E. Don't allow rids and gidsto overlap.



Samba Users

Samba users must be UN* X usersaswell (they must exists as an
object with an objectclass of pos xAccount as defined by
RFC2307/RFC2307his).

Once a userexists as a pos xAccount smply setting thair initial
password with.the smbpasswd command will add the

sambaA ccount objectclass to the object along with all the
corresponding attributes.

Some of the default values for the various attributes may not be
correct for your environment, and currently thereisno
mechanism for forcing different default values. Y ou will haveto
modify the object after setting the initial password.



Machine Accounts

Beginning.with NT4.0 domains, and with all later CIFS security
architecuters, hosts must existsin the security database aswell asusers(asis
also the case with true Kerberos systems).

In CIFS these are reffered to as machine accounts and are functionally
equivalent to user accounts. Machine accounts have an initial default
password that the domain client changes, and proceeds to change on a
periodic basis.

A machine account must be created when a host joins the domain. Samba
faciliates this viathe add user script = { script path & name} %n directive where
%n IS replaced by the name of the host requesting to be added to the domain.

This script must create a posixAccount object for the specified name. Samba
will subsequently add the requisite sambaAccount objectclass and attributes.



Samba User Attributes

profilePath - The UNC path of the directory in which to store the users
roaming profiile. Example: \\estatel\profiles\awailliam

smbHome = The UNC path of the user's home directory.
Example: \\estated\homedir

homeDrive - The MS-DOS drive letter to which the home directory
(smbHome) IS mapped/connected. Example: f:

scriptPath - The path to the.users CIFS logon script, relative to the

netlogon share of the PDC. Example: cis.bat (Script cis.bat isin the root of
the PDC's netlogon share, /usr/local/pcnet/netlogon.)

All the above should support macro expansion (%N, %M, %G) in standard Samba
fashion. However, some versions of Sambado not yet have complete support for
macro-expansion from an LDAP SAM. All such issues should be cleared up with

- 7~ oy o =9



Samba User Attributes

ntPassword - The NT hash of the users password.

ImPassword -~ The LAN Manager hash of the users password, used by older
CIFS clients such as OS2 and Windows for Workgroups.

acctFlags - A seriesof apha-numeric flags that indicate the status and type
of the account. Presence of a\W indicates a machine account, presence of a
U Indicates a user account, and presence of a D indicates the account is
disabled.

userWorkstations - Equivalent to the workstation restriciton in a standard
NT domain. A comma delimitedlist of up to five workstations, limiting
the clients available for a user's user.

rd & primaryGrouplD - The RID equivalents of ausers uid and gid.



Samba Times

The sambaA ccount objectclass defines the foll owing time stamp attributes:

pwdL astSet
logonTime
logoff Time
kickoff Time
pwdCanChange
pwdMustChange

These pertain primarily to password management. Asof 2.2.3atheonly
utilized and maintained value is pwdlL astSet, the CIFS equivaent of
shadowL astChange.

All of these values are integer unix time stamps (the number of seconds
el apsed since the beginning of 1970AD).



- 2Samba Password Management
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Samba Security

The ntpassword and Impassword attributes should be treated as clear
text equivalents of the user's password. The method used to encrypt the
password and produce these strings is easily reversed.

Only administrators should have access to these values and they should
only be transferred over a network with additional encryption (SSL,
TLS, VPN, €tc...)

The safest solutionsisto.apply the following ACL directive:
access to attrs=IlmPassword,ntPassword
by ‘cn=samba,ou=SystemA ceounts,dc=Whitemice,dc=0rg' write
by self write
by * auth



PHP smbpasswd reader:

Migrating smbpasswad

$smbpasswd = fopen("smbpasswd", "r");

while ($smbinfo =, fscanf($smbpasswd, "%[azA-Z0-9,. ]:%[azA-Z0-9,. |:%[azA-Z0-9,. ]:%[azA-Z0-9,. ]:[%[aZA-
Z0-9,. ]]:%[azA-Z0-9,. ]:\n")) {

list (Suid, Suidnumber; $impassword, $ntpassword, $userflags, $lastchange) = $smbinfo; o

Suser_dn = Idap_get_uich.dn($uid); If you need to convert your existing 2.X.X

if (strlen($user_dn) > 0) {
print "
print "

print . "
"Impassword: * . $impassword . "\n:  Section of the Samba documentation.

print

print "
print "
print " . - .
"KickoffTime: -1\n": for thetrand ation or need to customize the trand ation,

print

print "
"pwdMustChange: -1\n";

| tjjhomedrive: Fin*; fields correspond directly to the most important
prin

print
print

dn: ™ ST format smbpasswd fileto LDAP you can use
objectclass: sambaAcoountin®; the perl scriptsincluded in the examples

ntpassword: " . $ntpassword . "\n";

acctFlags: [Esuseriionme o [usr/share/doc/samba-2.2.3/examples/LDAP

:gggprTiim_ 11\\2 Fortunately, if you need to use alanguage other than per|

puctenehande 1 the format of the smbpasswd file is quite smple and the

e

SambaAeeaunt attributes.

The correspondence of the fields in an smbpasswd file from a Samba 2.x.x
SEVETTTHEL DAP sambaA coount objectclass attributes is as follows:

uid:uidnumber:impassword:ntpassy ord: userflags. pwdlL astChange

Note: In smbpasswd the pwdl astChange is a hex encoded value, while pwdLastChange in
sambaAccount is an inteaer enoch time ssamp. So thisvalue will need to be recalculated. or more smolv.



Samba Attribute Indexes

For good performance the DSA serving the samba PDC process should
maintain, at minimum, the following indexes.

Index objectclasseq
Index uidpres,eq
Index rid eg

If you add these indexes to and existing Dit don't forget to run
slapindex so that values already defined in the database are included in

the indexes.



Samba Versions

The LDAP support in Samba is still evolving and it is important to track
changesto L DAP support when updating your Samba LDAP PDC
Installation.

o=
+ False password expiration notices resulting from missing timestamp
attributes in a user's sambaA ccount object were corrected.
2. 28
« LDAP connections now use LDAP version 3 by default.
« Creation of sambaA ccount objects include the objectclass account for better
L DAP conformance and OpenL DAP 2.1.x compatibility.
¢ pam_smbpass now compiled\when --with-ldap is specified.
« [configure option --with-winbind-ldap-hack to support bieng a member of a
Windows 2000 native mode domains.
*2.2.8
« |f Idap sdl is enabled the default TCP to contact the DSA s 389.

« Sambawill rebind to the referred master server if Idap server pointsto a
dave carver (renlicant)






What I1s Squid?
http://www.squid-cache.org

Squid isa high-performance and feature rich GPL'd web proxy server
for UNIX and UNIX like operating systems.

Features include:

*Caching HTTP, ETP, and other URL based protocols.
«Transparent caching.

*DNS lookup cache.

*HTTP server acceleration.

*WCCP support.

+Cache peering.

+Extremely flexible ACL constructs.
«Cache hierarchies  commercial Support available

*SNMP from http://mww.|inuxbox.nu, :
http://squid.visolve.com/ and
others.

- r‘ Winner of the 2000
Network Computing Well
Connected award




Authentication Schemes

--enable-basi c-auth-hel pers=sLDAP,NCSA ,PAM,SMB

\ . . .
Build with t for both b
--enable-ntlm-auth-hel pers=SMB \ \ ar:JcIl N%"VII_MS:UF;E(;L g c?z;tio% asic

--enable-auth="ntlm basic"
Squid supportsvarious schemes for authent catl ng requests this enables

control of access on a per user basis. The set of schemes supported is
determined when squid is compiled; see the ./configure for the full set of
options.

The proxy and the client browser will automatically negotiate for the
strongest level of authentication support mutually supported.

If compiled like the above example, NTLM will be used if supported, and the
proxy will fall back to basic (user Is prompted for username and password)
authentication if NTLM is not supported. NTLM uses achallenge response
mechanism based on the user's domain credentials thus avoiding an additional
username/password prompt.



Authentication Helpers

Squid uses helper programs to handle the actual authentication requests.

|t communicates with these programs by starting them as child
processes and writing to their standard in and reading the results from
their standard out.

Authentication Is configured using auth param directivesin the form of
atiths,param { scheme} { option} {value}

The options and values supported depend on the scheme being
configured.

auth_param basic program /us/itb/sguid/sguid Idap auth -b "o=Morrison Industries,c=US"
-h littleboy -f " (& (objectclass=posixAccount)(uid=%s))" -ssub~*————

auth _param basic children 5 

auth param basic Realm Squid proxy-cacking web server Keep 5 helpers of this
Prompt title type running.

Seen by users.

Helper program



Most so

sgquid _pam_auth
http://squid.sourceforge.net/hno/software.html#PAM
uid packages currently include an authentication helper that

utiliziesthe PAM subsystem. SincethereisaL DAP authentication

module
hel per.

for PAM, this can be used to authenticate proxy usersviathis

auth_param basic program /ust/lib/squid/pam_auth -nlogin -t 9000 -1

epam_auth {-nservice name"] [-t TTL] [-1] [-0]

= -n defines the name of the stack that pam_auth will utilize.
= This defaults to squid.

o -{ ### determines how: | ong a connection to the PAM stack will
remain active, for authentication of all users. After this number of
seconds the connection Is closed and a new connection is created.
= This defaults to 60 seconds.

» -1 specifiesthat a PAM connection will be created for each individual
authentication request, effectively negating any value of -t ##.

» -0 disables the account management portion of a PAM stack, such as

NnAacaraIAard Ay rati Al A~



squid ldap_ auth
The helper for direct authentication against an LDAP server issquid |dap auth.
squid-fdapauth -b basedn {options...} Idap server name:port
*Options.
« -b{search base} Thisistheonly required parameter.
« -f {filter}
+ -u {Username DN attribute}
+ -s{ base | one | sub }
+ Controlsthe scope of the search.
+ -D {bind as DN}
+ -w { bind password}
* -h{LDAP Server} Defaultsto “localhost”
¢ -p{port}
]
+ Use persistent connections, otherwise each search isanew connection.
* -R Disablesfollowing referrals
* -a{ never | dways| search | find }




squid-ldap-match

http://marasystems.com/download/LDAP_Group/

Squid also supports external ACL helpers, which are programs designed to
communictate via standard in and standard out with the squid daemon.

One such helper Is squid-Idap-match, which enablesan ACL to perform a
lookup in the DSA for auser's group membership. Viathis mechanism
access via sguid can be controlled through standard group memberships
making administration ssmple.

external_acl type ldap group concurrency=10 %L OGIN /

usr/lib/squid/squid Idap match=b*e=M orrison Industrigs,c=US" -f "(&

(obj ectclass=posixGroup)(membertid=%ou) (ce<2%Q0))" -s sUs-P -h littleboy -S
acl ldap _internet external Idap group internet ACL is created.

At this point in the ACL stack any request by
anyone in the group internet is approved.

http_access allow Idap | nternet‘\



squid |ldap_match

The squid.|dap match ACL helper isdistributed asasmple Cfile,
that must be.compiled.

gee -lber=lldap -o squid Idap match squid Idap match.c

Move the resulting sc

uid |dap match executable to an appropriate

directory and make surethat the security context of the squid process
has sufficient privilages to execute thefile.

The RedHat RPMs place the helpersin /usr/lib/squid and execute the
squid process as the user sguid.




squid |ldap_match

squidldap match -b basedn -f filter { options}
+-b basedn
« The search base, this option isrequired.
-f filter
« Search filter to.use when performing group searches
« The token %u Is expanded to the user name.
* The token %0 Is expanded to the group name.
* Thisoption isrequired
+-B basedn
+ Search base when searching for users, if different from the search base
specified via-b.
-F filter
+ Search filter for looking up users.
« Thetoken %sis expanded to the user name.
*-s{ base |one | sub }

7~ A0\ Y R N S O W ANy o e



squid |ldap_match

squid ldap~. match -b basedn -f filter { options}
+-D { binddn}
* |f the DSA does not support anonymous searches -D can be used to supply
a DN with which to bind to the DSA.
« If abind DN isspecified, supply the password with -w { bind password}
*-h server
« Specifiesthe LDAP server, default islocal host
*-p { port}
e-P
« Use persistent LDAP connections, otherwise each query creates anew
connection. The default benavieur preserves resources on the DSA when
squid isidle, but persistent connections provide superior scalability.
*-R
+ Specifying -R disables chasing referrals.




squid |ldap_match

squid Idap. match -b basedn -f filter { options}
c-a{never |always | search | find }

+ Determines.how alias objects are processed.
e

+ Specifies LDAP.protocol levels 1 or 2, default i1s 3.
e-Z

+ Enables TLS encryption. Thisrequires LDAP protocol version 3.
-9

« Informs squid ldap match that the first query parameter isthe base

DN extension for the query.

*-S

« Informs squid _|dap match that it should remove any Microsoft
Domain qualifiers from user names prior to searching. User names
from NTLM authentication reguests are in the form of
domain\username, this removed everything up to thefirst \ character.




Example Squid Configuration

auth_param.ntim program /us/lib/squid/ntlm_auth backbone/littleboy

auth_param ntlm children 5 NTLM isenabled against the Samba host
auth_param ntlm max_challenge reuses0  littleboy in the domain backbone.
auth_param ntim max_challenge lifetime 2 minutes

auth_param basic program /us/lib/squid/squid_Idap_auth -b " ogMarrispndndusiiesiczS | o for
-h littleboy -f " (& (objectelass=posi xAccount)(uid=%s))" -s SchIientsthat don't support NTLM, this

auth_param basic children 5. _ is performed directly against the
auth_param basic Realm Sguiel, proxy-caching web server DSA

external_acl_type ldap_group concurrency=10 %L OGIN /usr/lib/squid/squid_Idap_match -b
"o=Morrison | ndustriaé&%gr-?u@?%}’&ﬁ%ss: posixGrou nidefineiAdzl) fentisergwho are

-ssub -P-h littleboy -S members of the group “internet”.

acl ldap_internet external ldap _group internet
acl public_sitesurl_regexp “"/etc/sguid/public_sites.text"

acl banned_sitesurl_regexp “/etc/squid/banned sites.text”
< Create ACL stack. All usersare permitted to access

http access allow public_sites sites matching the public sitesACL. All attemptsto
http_accesg deny banned sites view banned sites are denied. User who are members of
http_access allow Idap iﬁternet the group internet are permitted to view all other sites.






bind & Openldap

Asof version 9.0 bind, the world's most popular DNS server, sports
sdb. sdb.is a standard mechanism allowing bind to utilize various
backendsto retrieve the information requested by clients.

A sdb compliant LDAP backend for bind isavailable at -
http://www.venaas.no/ldap/bind-sdb/

Using this backend DNS queries are re-written to LDAP requests and
the Dit isqueried. There isno exporting of LDAP information to flat
files, etc... All information.is presented live from the DSA.

Source RPMs of bind-sdb-ican are avallable from
http://home.teleport.ch/simix/RPM S/Bind-LDAP/



DNS & Cosine

The Cosine schema (included by default with OpenLDAP) defines several
attributes for storing DNS records.

Attribute (@]1D) Description
Arecord 0.9.2342.19200300.100.1.26 Nameto IP relation
mDRecord 0.9.2342.19200300.100.1.27 Mail Delivery
mXRecord 0.9.2342.19200300.100.1.28 Mail exchanger
nSRecord 0.9.2342.19200300.100.1.29 Name server designation

SOARecord 0.9.2342.19200300.100.1.30 Start of authority
cNAMERecord 0.9.2342.19200300.100.1.31 Namedlias

Cosine a so defines the dNSDomain (0.9.2342.19200300.100.4.15) object class,
which serves as a container for the above attributes.

The original intent for the integration of X.500 and domainsisdefined in RFC1279.



The dnsZone Schema

Whilethe standard cosine schema provides a mechanism for storing
pasic DNS related information (A, MX, SOA, NS, and CNAME records),

most modern DNS configurations include record types in addition to
these.

dnsZone is an updated schema for storing extensive DNS related
Information (SRV, TXT, HINFO, CERT, etc...) iInaDit. Thetext of the
dnsZone schemaisavallable at -

http://www.venaas.no/l dap/bind-sdb/dnszone-schema.txt

The dnsZone reguires the cosine schema be loaded on the DSA aswell.



objectclass: dNSZone (V4)

DNS records used by the L DAP sdb backend are stored in objectclasses of
dNSZone (1.3.6.1.4.1.2428.20.3) as defined by the dnsZone schema.

There are attributes defined for each DNS recordstype (TXT, SRV, PTR,
etc...) not supported by Cosine. The OID of each of these attributesis
1.3.6.1.4.1.2428.20.1.{ record type} .

The example given in the dnsZone documentation is that of resource
record type L OC which isrecord type 29. The corresponding L ocRecord
attribute hasan OID of 1.3.4.1.4.1.2428..20.1.29.

This numbering system enables administrators to create new attributes for
as yet undefined (by dnsZone) recordtypes without concern for future
Incompatibility.



objectclass: dNSZone (2/4)

A very basic dnsZone might look like: Asin azonefilethe class
A SOA Record attribute is not used, and is
dn: relativeDemainName=@,0u=bindSDB,dc=Whitemice,dc=Org not required by the dNSZone

objectclass: dNSZone

realtiveDomainName: @
zoneName: whitemice.ot
dNSTTL: 99
dNSClass: IN

SOARecord: estatel.whitemicelorg. awilli m%&m%@'%%%%ﬁwo&ﬁ?ﬂgﬁéﬂg {85900 8f4OO

nsRecord: estatel.whitemice.org. N fil : dard bind
mxRecord: 10 estatel.whitemice.org! t SaaisillEne i standard bin
configurations.

An A Record
oTed

objectclass schema.

dn: relativeDomal nName=estatel,ou=bindSDbB ,dc=
objectclass: dNSZone
relativeDomainName: estatel

zoneName: whitemice%re- o
dNSTTL: 99999 Record structure isjust the same

aRecord: 192.168.3.1 — asif it occurred in azonefile.

“This object contains
no dNSClass attribute.




objectclass: dNSZone (%4)

dNST TR (1.3.6.1.4.1.2428.20.0.0 An optional attribute specifying the DNS
TimeTo Livevaue. If not included the
value specified in named.conf is assumed.

dNSClass (1.3.6.0.4.1.2428.20.0.1y—___ Anoptional attribute, itis
Included only for compl eteness.

Thevaue of IN for Internet

Protocol 1s assumed.
zoneName (1.3.6.1.4.1.2428.20.0.2)‘\

The DNS zone the

object belongs to.
relativeDomainName (1.3.6.1.4.1.2428.20.0.3)\ Corresponds to the
content of the | eft
hand columnin a
standard zonefile.



objectclass: dNSZone (4/5)

The dnsZone schema currently defines the following attributes for the
various DNS record types -

Attribute (@]1D) Description
pTRRecord 1.3.6.1.4.1.2428.20.1.12 Domain name pointer, RFC1035
hlnfoRecord 1.3.6.1.4.1.2428.20.1.13 Host information, RFC1035
minfoRecord  1.3.6.1.4.1.2428.20.1.14 Mailbox, RFC1035
tXTRecord 1.3.6.1.4.1.2428.20.1.16 Text string, RFC1035
SigRecord 1.3.6.1.4.1.2428.20.1.24 Signature, RFC2535
KeyRecord 1.3.6.1.4.1.2428.20.1.25 Key, RFC2535
aAAARecord 1.3.6.1.4.1.2428.20.1.28 1Pv6 address, RFC1886
L ocRecord 1.3.6.1.4.1.2428.20.1.29 Location, RFC1876
nXTRecord 1.3.6.1.4.1.2428.20.1.30 Non-existant, RFC2535
sRV Record 1.3.6.1.4.1.2428.20.1.33 Service Location, RFC2782
nAPTRRecord 1.3.6.1.4.1.2428.20.1.35 Naming Authortiy Pointer, RFC2915

kX Record 1.3.6.1.4.1.2428.20.1.36 Key Exchange Delegation, RFC 2230
certRecord 1.3.6.1.4.1.2428.20.1.37 Certificate, RFC2538
a6Record 1.3.6.1.4.1.2428.20.1.38 RFC 2874

dNameRecord 1.3.6.1.4.1.2428.20.1.39 non-Terminal Name Redirection, RFC 26723



objectclass: dNSZone (5/6)

dn: relativeDomai nName=@,zoneName=3.168.192.in-addr.arpa,ou=DNS,dc=Whitemice,d c=0rg
objectClass. top

objectClass: dNSZone [awilliam@estatel awilliam]$ host -t SOA 3.168.192.in-addr.arpa
zoneName: 3.168.192.in-addr.arpa 3 168,192.in-addr.arpa SOA whitemice.org. adam.whitemice.org. \
relativeDomainName: @ 92050300 10800 3600 3600000 86400

dNSTTL: 3600

dNSClass. IN

nSRecord: estatel.whitemice.org.
SOARecord: estatel.whitemice.org..awilliam.whitemice.org. 2001030201 2600 1800 604800 86400

dn: relativeDomainName=estate] i |iam@estatel awilliam]$ host estatel.whitemice.org

Obj ectClass: top estatel.whitemice.org has address 192.168.3.1

objectClass: dNSZone [awilliam@estatel awilliam]$ host -t TXT estatel.whitemice.org
zoneName: whitemice.org estatel.whitemice.org text "X11R6" "Host" "and" "Primary" " Server"
relativeDomainName: estatel  4ijliam@estatel awilliam]$ host -t HINFO etatel.whitemice.org
dNSTTL: 86400 estatel.whitemice.org host information "i686SMP" "LINUX"
dNSClass: IN

aRecord: 192.168.3.1
hinfoRecord: i686SMP | INLJX



i__——_ objectclass: dNSZone (6/6)

| *i o jl1iam.whitemice.org. 2001030201 2600 1800 604800 86400

dn: relativeDo \‘i‘?’;?.:fir':::: 1,zoneName=3.168.192.in-addr.arpa,ou=DNS,dc=Whitemice,dc=0rg
objectClass: top %

objectClass: dNSZone i —
zoneName: 3.168.192.ir
relativeDomainName: 1
pTRRecord: estatel.whiten



gi Configuring sbd ldap

Ht:::::i::;' in-addr.arpa’ IN {

s | Bl B M T I L T T

ap Idap://127.0:0.1/zoneName=whitemice.org,0u=DNS,dc=Whitemice,dc=Org 172800";
Y ou cannot \\‘??5‘5:;\{.,.
perform Thedefault DNSTTL
Lpdates viamu \. DSA and search base. value for any dNSZone
bind to an sdb ““i:~:;;;5:§;:-_:__ object that does not have

backend. N R a dNSTTL attribute.

The bind Qﬁi‘f\g‘:\.\;: ivilages to query the DSA.



Query Specifics

It isvery. smple to emulate the queries sent by sdb-Idap in order to confirm
that the intended results are returned by the DSA.

If the zone Whitemice.org Is set in named.conf with a search base of

zonhelnfo=whitemice.org,ou=DNS,dc=Whitemice,dc=0rg

then the command host estatel.whitemice.org will result in the query
(& (zoneName=whitemice.org)(relativeDoma nName=estatel))

A DNS lookup of host -tSOA whitemice.org will result in the query -
(& (zoneName=whitemice.org)(relativeDoma nName=@))

If the zone 3.168.192.in-addr.arpai s defined in named.conf with a search
base of zoneinfo=3.168.192,0U=BDNS, dc=Whitemice,dc=0rg then the DNS

lookup host 192.168.31 will result in the following query -
(& (zoneName=3.168.192.in-addr.arpa) (relativeDomainName=1))



Misc. Points

Features
*LDAP URLS may contain filters, as specified in RFC255

* |dap://estatel/zonename=whitemice.org,dc=whitemice,dc=org???(o=botwm)
#\White space and other characters can be encoded into the URL using the normal %77
sequences.

* %20 = Space
+Support for IPv6 addresses in the LDAP URL

Other....
+Uses ascynchronous query operations for optimal performance.
+Multi-threaded
* More than one thread may work.on the same back-end
+ Each thread maintains a single connection to each configured DSA
*Performing AXFR operations (zone transfers) from a DSA containing dNSZone objects
with multiple relativeDomainName attributes requires version 0.9 or higher.
«|f you have problems building sdb-ldap with your LDAP SDK try uncommenting the
line #define RFC1823API near the top of Idapdb.c




zoneZldap

zoneZidap isautility for trandating bind 9.1.x and later zone files into
a Dit aware of the dnsZone schema.

Both Idap sdb and zone2ldap ship with some version of bind,
however, users should ensure that they have the latest versions of both
projects as some combinations shipped with bind are incompatible
with each other.

The zone2ldap project can be found at -
http://shapcase.g-rock.net/~jeff/zone2ldap.html



LDAP
(DHCP)



-
£2¢  The ISC DHCP Server €

http://www.isc.org/products/DHCP/ e&

ThelSC's DHCP server product isarobust, featureful, and freely
distributable solution to client | P configuration on a network of any

Size or complexity.

Features

«Conditional behaviour

+Call based address allocation

+ Sophisticated access control

«Failover support

*Hot integration with management tools
and other packages via OMAPI
*Dynamic DNS updates

*Flexible |ease database

The |SC DHCP sarver
compiles on amost all POSIX
compliant operating systems,
including Linux, BSD, AlX,
SunOS, and Solaris.



The DHCP LDAP Patch

http://www.newwave.net/~masneyb/

The above patch, written and maintaned by Brian Masney of
nTelos.net(an | SP out of Waynesboro, VA) enables | SC's DHCP
server to read its configuration from an LDAP DSA.

In dynamic modethe DHCP server will query the DSA each time a
|ease Is requested, making configuration changes effective immediatly
and eliminating the need to have root shell accessto the DHCP server
In order to HUP/restart the dhcpd process.

Storing the DHCP server configuration in aDSA also permits granular
administration of group and stbnet declarations of a centralized DHCP
Server.



LDAP DHCP Configuration

| n order.to read the configuration from the DSA you have to place certain
directivesin the DHCP servers configuration file (/etc/dncpd.conf on a
RedHat system). But thisfile no longer needsto contain group, host, or
subnet declarations, all those can be moved into the DSA.

w. a— LDAP server and port

|dap-server "estatel”; _ .
/ / BlndEN & Credential

|dap-port 389;
|dap-username " cn=dhepd,ou=System-Aeeounts,dc=whitemice,dc=org";
|dap-password "flibitz";

|dap-base-dn "ou=DHCP,o0u=SubSystems,dc=whi ten@:org" ;

|dap-method dynamic;
Base for search operations

If thisvalue is static the DHCP server smply reads it configuration at startup and
disconnects from the DSA. If thisvalueisdynamic the DHCP server interrogates

the DSA upon each lease request allowing configuration changes without having
to restart the DHCP service.




DHCP Schema

In order.to contain the DHCP server's
configuration in the DSA you must |oad
the dhcp.schemafile.

The server will search for the dhcpServer
object with the cn egual to itsfully
gualified name. The dhcpServiceDN of
that object must point to.a dncpService
object that forms the top of a Dit branch
containing the DHCP configuration the
server 1sto use.

After loading the
dhcp.schemafilethe
following objectclasses
should be available -
+dhcpClass
+dhcpGroup
+dhcpHost
+dhcpOptions
+dhcpPool
edhcpServer
+dhcpService
edhcpSharedNetwork
+dhcpSubClass
+dhcpSubnet
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An Example Tree

The DHCP server with the FQDN
of estatel.whitemice.org locates

this object and searchesfor the
¢ ou=ISCdhcpDaemon,.... specified dhcpServiceDN asthe

* OU=Servers,... root of its configuration.
# cn=estatel.whitemice.org,ou=Servers...
¢ objectclass: dhcpServer

¢ dhepServiceDIN: cn=whitemice-dhcp-config,ou=Config,....

#dc=Whitemice,dc=0Org
£ Ou=Subsystems,...

¢ ou=Config,....
* cn=whitemice-dhcp-config.Qu=Config,....
» objectclass: dhcpService — Thisobject formsthe root
¢ cn=192.168.3.0,cn=white... of the DHCP servers

configuration, with objects
structured beneath in the
same manner as Stanzasin a

¢ CreXtenma G traditional dhcpd.conf file.
# cnh=xterma3,cn=group,...

£ cn=group,cn=white.....
« ch=xterml,cn=group,...



dhcpServer & dhcpService

dn:cn=estatel.whitemice.org,ou=Servers,ou=I SCdhcpDaemon,ou=Subsystems,...
objectClass. top

objectClass. dhcpServer

cn: estatel.whitemice.org

dhcpServiceDN: en=whitemice-dhcp-config,ou=Configs,ou=ISCdhcpDaemon,...
/ This object pointsto the root of the configuration.

dn: cn=whitemice-dhcp-config,ou=Configs,ou=I SCdhcpDaemon,...

cn: whitemice-dhcp-config

objectClass. top

objectClass. dhcpService

dhcpPrimaryDN: cn=whitemice-dhcp-config,ou=Configs,... _ _

dhcpStatements: ddns-update-style ad-hoc\ Global configuration
directives are specified
In this object.



dn: cn=192.168.3.0,cn=whitemice-dhcp-config,...

cn: 192.168.3.0 dhcpSubnet

objectClass. top | | |
objectClass; dhcpSubnet ™ The dhcpSubnect objectclassis equivalent to a
traditional subnet declaration -

objectClass: dhcpOptions
thcpNetM k- 2'2 P subnet 192.168.3.0 netmask 255.255.255.01 ...}

dhcpRange: dynamic-bootp 192.168.3.128 192.168.3.255

dhcpStatements: use-host-decl-nameson ¢ The dhepStatements attribute is
dhcpStatements: default-lease-time 21600 multivalued and contains the

dhcpStatements: max-lease-time 43200 required entries of a subnet
dhcpOption: routers 192.168.3.3 delcaration, while the
dhcpOption: subnet-mask 255.255.255.0 dhcpOption attribute (also
dhcpOption: nis-domain "whitemice" multivalued) serversthe same
dhcpOption: domain-name "whitemice.org" purpose as the traditional

dhcpOption: domain-name-servers 192.168.3.1
dhcpOption: time-offset -18000

dhcpOption: ntp-servers 192.168.3.1
dhcpOption: netbios-name-servers 192.168.3.1
dhcpOption: netbios-node-type 2

option configuration directive.



dhcpGroup Object

dn: cn=group,cn=whitemice-dncp-config,...
cn: group

objectClass: top

objectClass: dhcpGroup

objectClass. dhcpOptions

dhcpStatements: use-host-decl-names on
dhcpStatements: defaullt-1ease-time 21600
dhcpStatements. max-lease-time 43200
dhcpOption: routers 192.168.3.3
dhcpOption: subnet-mask 255.255.255.0
dhcpOption: nis-domain "whitemice"
dhcpOption: domain-name “whitemice.org"”
dhcpOption: domain-name-servers 192.168.3.1
dhcpOption: time-offset -18000
dhcpOption: ntp-servers 192.168.3.1



dn: cn=xterm1,cn=group,cn=whitemice-dnhcp-config,...

ch: xterml dthHOSt ObJECt

objectClass: top

objectClass. dncpHost

objectClass. dnhcpOptions

dhcpHWAddress. ethernet 00:€0:29:45:bd:b2
dhcpStatements. fixed-address 192.168.3.21
dhcpStatements: filename "/Its'vmlinuz-2.4.9-Itsp-6"
dhcpOption: root-path "192.168.3.1:/usr/local/ltsp/1386"

dn: cn=xtermz2,cn=group;cn=whitemice-dncp-config,...
cn: xterm2

objectClass. top

objectClass. dhcpHost

objectClass. dhcpOptions

dhcpHWAddress. ethernet 00:a0:cc:26:4b:f2
dhcpStatements: fixed-address 192.168.3.22
dhcpStatements:. filename "/lIts/vmlinuz-2.4.9-Itsp-6"
dhcpOption: root-path *192.168.3.1:/usr/local /I tsp/1 386"

Objects beneath a
group declaration
Inherit all options
defined in that group
object as defaults.
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What Is pppd?

The pppd daemon is an implementation of the Point-To-Point Protocool
(PPP). The Point-to-Point Protocol providesamethod for transmitting
datagrams over point-to-point connections.

| n the past this was most frequently used to move network traffic over
modem-modem connections or some other topography based on serial
(RS-232, 432, €tc...) connections.

It ISnow not uncommon te use pppd to create point-to-point network
connections over the top of other topographies, even the internet itself,
asin the case of VPNSs.

It Is essential that the PPP server, and possibly the client, be able to
authenticate the entity at the other end of a connection.



Password Authentication Protocol

All versions of pppd support the Password Authentication Protocol (PAP).

PAP sends the password(s) across the connection in clear text. Since the
password exists in the clear, the standard authenitcation mechanisms can
be used to verify the remote user.

Simply specify the legin parameter in the appropriate ppp optionsfile.

All remote users authorized to use pppd for access must be listed in the
pap-secretsfile (usually found in /etc/ppp). But if authentication is being
passed off to the underlying system their password field in pap-secrets
should simply be set to a pair of double quotes.

See the section on PAM for information on configuring the underlying
system to authenticate users against the DSA.



Challenge Host
Authentication Protocol

The PAP methods transmission of the password in clear text posses
significant security issues. Fortunately pppd also supportsthe
Challenge Host Authentication Protocol (CHAP) which does not suffer
from this weakness.

However, with CHAP the pppd process never acquires an unencrypted
copy of the users password, breaking the ability to use underlying
authentication mechanisms such as PAM. Thisleavesthe administator
having to maintain user passwords in the chap-secretsfile (usually
found in /etc/ppp/).



Microsoft Challange Host Au-
thentication Protocol v2

Fortunately pppd can be patched to support Microsoft's version of the
CHAP method, often referred to asMS-CHAPv2. Thisversion of CHAP
uses challenge keys that can be derived from an "Windows NT' hash of
the user's password as would be found in the sambaA ccount user object
managed by a Samba PDC.

Acguire and install aLDAP enabled version of pppd, such asthat
availeble ftom http://manaskal amazoolinux.org/projects/awilliam/

Most versions of pppd patchesto support MS-CHAPv3 aso support
MPPE which provides an additional |ayer of security by encrypting the
traffic itself asit transverses the network. In order to use MPPE both the
client's and server's version of pppd must support the protocol.



LDAP chap-secrets entry

If you are using the LDAP enabled pppd from the Kalamazoo Linux User's
Group smply create an entry in your chap-secretsfile like (all on oneline):

* * & uid?(morrisonvpnaccess=Y )(objectclass=posix A ccount) ?ou=People,o=Morrison\
Industries,c=US *

Thefirst, second, and ending * mean that the specified credentions (the field
starting with &") apply to all entries. More specific entries can be entered
Into the chap-secrets file and they will override this genera rule.

The presence of the ampersand at the start of the credentials entry causesthe
pppd process to attempt to acquire the ntpassword attribute from the DSA as

the literal credentials.



LDAP chap-secrets entry

An explanation of the credentials entry

The attribute to which to Additional search specifications (filter).
compare the name of the Thisfield isterminated with a'?

entity to be authenticated. character.

Thisfield isterminated with

a'? character.

& uid?(morrisonvpnaccess=Y ) (objectclass=pos xA ccount)?
ou=People,o=Morrison\ Industries,c=US *

=

The value following the last ? character specifies the base of the search.
Spaces and special characters must be escaped.



% Other LDAP enabled pppds

;.tmni cplanet.de/pub/linux/ppp-2.4.1-L DAP.tar.gz
on the same code base as the Kalamazoo Linux User

*********** AP pppd but uses a seperate configuration file for LDAP
ettings. No documentation i1s avallable, see the source.




PoPToP

http://www.poptop.org

PoPToePR:is a PPTP (Point-to-Point Tunnelling Protocol) server that
butlds on the functionality of pppd to provide VPN servicesto PPTP
enabled clients.

PPTP is supported out-of-the-box by all Microsoft Windows platforms
since Windows 95 and Windows NT.

Several PPTP clientsareavailable for open source operating systems
such as Linux, including one at -
Attps/Pppcl i ent.sourcef orge.net

PoPToP when used in conjunction.with an LDAP enabled version of
pppd provides areliable VPN service with minimal adminigtrative
overhead at sites where the approriate information is available via

L DAP (such asthose usng a Samba PDC's | dapsam).



LDAP
(Turba)



What is Turba?

Turbais aweb address book for build upon the horde application
framework for PHP. It is most commonly deployed in tandem with
the popular IM P webmail application, asthe two work together
seemlesdly.

Turbalisavery power address book with support for
« Multiple address sources
» SQL
« LDAP
« Import and export addresses to popular formats
« Export
* CSV
* Impot
* CSV

+ QOutlook
« vCard



Sources

Multiple address books (called sources) are setup in Turbaviathe PHP
$cfgSources array in the sources.php file of the Turbainstallation.

Internal Name

Exposed Name
$cfgSources ‘'morrison |dapl't = array(
title' => ‘Morri son Entrerprise Directory (Persors)’,
'type => 'ldap/,
‘params => array( . . . ), — Type of data source.

‘map’' => array( . . . < .
ar ( )’ \ Eash source array contains a
-4

Se‘rferh =>array(. . .), set of subordiante arrays.
'strict' => array( _ |
‘dn’ Availableto all users, in Turba sources are

) / either public or private (specific to a user),
'[’Jubli ¢ => true / Are users permitted to create entries

'readonly’ => true,
'export’ => true . __ Areuwusers permitted to export the results
): of searches to other formats (CSV, etc...)




Source Parameters

The params array contained in a $cfgSources element defines

specifics for communicating with the data source.
DSA Host Search root or

‘params => array( / / DA oot

‘'server' => '‘kohocton',

‘root’ => ‘0=Morrison Industries,c=US,
‘bind dn“=="ea=\3cn. ',ou=People,'$hasedn, /\
‘bind_passworcE == uth::getCredential (‘password’),

'dn’ => array{‘chr |f thg;e parameter
‘objectclass => array( 'Person’,'inetOrgPerspn’ ), specificaltions are not

, i N U present for an LDAP
enCC_)dl Ng' —-tkkos data source, the
verson = connection will be
), made annonymously.
LDAP Protocol Version. Objectclasses to include

Character Encoding in search results.



Turba Source Maps

The map array contained in a $cfgSources element defines relationships
between data source elements (object attributesin this case), to Turba

attr'bUteS' . — The _ key attribute must
map-=> array( be defined. It specifies the
/ -~ Key'=>'dn', primary key (element that
=T 'name' => 'cn', makes a source record /
attributes ‘email' => 'mail’, object unique).

‘alas => 'givenname,
‘branch’ => 'morrisonbranch’,

‘extension’ == ‘morrisonphoneextension, \
‘cellPhone' => 'mohil €,

‘workPhone' =>*tetephoreiNumber; Source

'title =="tiElEn elements

Obiject attribut
'mtaaccess => ‘morrisoncompanylist, — (Object attribuites)
‘dialaccess => 'morrisondial access,

'VPNAaccess => 'morrisonvpnaccess



Turba Source Search Keys

The search array contained in a $cfgSources e ement ssimply enumerates the
Turba attributes available from the source that should be provided to the
user as possible search keys (since not al elements contained in a source
object / record may be useful or operational as search congtraints).

'search’ => array(
‘name,
email’ = Turba attributes available as search keys.
'oliag NOTE: These are turba attribute names,
’ not source element names.

‘branch’,
‘extension’,
‘cel| Phone,
'‘workPhon€e,
'title,
‘mtaccess

\



Turba Attribute Declaration

Attributes to be managed by the Turba application must be declared viathe
PHP $ettributes array defined in the attributes.php file of the Turba

Installation. il e e wil

_ ' ' be presented to the
$attributeqd'name] = array ( user for this attribute.
type => ‘text,

'desc' => (‘Name)

);

$attribute'homeAddresst=array { Contents of the attribute:
type => 'multiling, muiine
'desc’ => _('Home Address) email

); phone

'‘Datatype’



Turba LDAP Personal
Address Books

LDAP Istypically used to provide a global enterprise wide data
source where all information is shared by all users, and personal
address books are usually provided to usersin an SQL data source such

as PostgreSOQL or ODBC.

But using L DAP for both global and user specific address books has
several advantages over the split method:
+ One less data source mechinism needs to be maintained.
« Addresses can be easily promoted by administrators from a private
list to public scope.
* The private list can be used by other mail agents or applications
that support the LDAP protocol.*
* The datais available from al DSAs viareplication.

* This could also be accomplished through use of back-sql.



Turba LDAP Personal
Address Book

The simplest way to provide private address books with aDSA isto create
an organizational unit for each user, and to add this event to your user
account create procedure.

For example, the private address book for Adam Williamswill be rooted
a:
ou=Adam Williams, ou=Personal Address Books, dc=Whitemice, dc=0rg

The user will need sufficient privilages to create and manage objects within
this organizational unit.

access to dn="ou=(.+),ou=Personal Address Books,dc=Whitemice,dc=0rg"
by dn="cn=%1,ou=People,dc=Whitemice,dc=0Org" write
by * none



Turba LDAP Personal
Address Book

Declare the source in the $cfgSource array as a standard (but not read
only) L DAP.data source specifying the user's organizational unit asthe
root as well as authenticated bind information.

‘root' => 'ou=".$cn.',ou=Persona Address Books,'.$basedn,
‘bind dn' => ‘cn=..5cn. ',ou=People,'Shasedn,
‘bind_password® == A uth::getCredential (‘password’),

Y ou will have to add code in order to manifest the values of $cn and
$basedn. This code can smply be added just prior to the declaration of
the source, within the sources.php file.

The authenicated identity of the user can be acquired anywhere within
any horde application viaacall to Auth::getAuth().



LDAP
(pIne)



What Is pine?

http://www.washignton.edu/pine

Yy oo

 Highly custon
A\ ont-end to PINE called xP Mall is
M - http://xpine.sourceforge.net/
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Viewing The Object
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From the address book an
entry can be 'viewed'. This
displays all the attributes of
the object to which the user
has sufficient access.



Trianii
http://www.edlund.org/hacks/trianii/

Trianil iIsaperl script (tested with 5.004, 5.004_05, 5.005_03, and 5.6.0) that
gueriesan LDAP DSA and produces a PINE format address book
(called the .addressbook format) on standard out.

Requires the Net::LDAP module.

This enables users of PINE on occasionally disconnected workstations
such as laptops to take the information with them.



LDAP
(evolution)



What Is evolution?

http://www.ximian.com/products/